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Preface

The Eclipse GlassFish Administration Guide provides instructions for configuring and
administering Eclipse GlassFish.

This preface contains information about and conventions for the entire Eclipse GlassFish (Eclipse
GlassFish) documentation set.

Eclipse GlassFish 8 is developed through the GlassFish project open-source community at
https://github.com/eclipse-ee4j/glassfish. The GlassFish project provides a structured process for
developing the Eclipse GlassFish platform that makes the new features of the Jakarta EE platform
available faster, while maintaining the most important feature of Jakarta EE: compatibility. It
enables Java developers to access the Eclipse GlassFish source code and to contribute to the
development of the Eclipse GlassFish.

The following topics are addressed here:

» Eclipse GlassFish Documentation Set

Related Documentation

» Typographic Conventions

Symbol Conventions

» Default Paths and File Names

Eclipse GlassFish Documentation Set

The Eclipse GlassFish documentation set describes deployment planning and system installation.
For an introduction to Eclipse GlassFish, refer to the books in the order in which they are listed in
the following table.

Book Title Description

Release Notes Provides late-breaking information about the software and the
documentation and includes a comprehensive, table-based
summary of the supported hardware, operating system, Java
Development Kit (JDK), and database drivers.

Quick Start Guide Explains how to get started with the Eclipse GlassFish product.
Installation Guide Explains how to install the software and its components.
Upgrade Guide Explains how to upgrade to the latest version of Eclipse GlassFish.

This guide also describes differences between adjacent product
releases and configuration options that can result in incompatibility
with the product specifications.

Deployment Planning Guide Explains how to build a production deployment of Eclipse GlassFish
that meets the requirements of your system and enterprise.
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https://glassfish.org/docs/latest/upgrade-guide.pdf#GSUPG
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Book Title

Administration Guide

Security Guide

Application Deployment
Guide

Application Development
Guide

Add-On Component
Development Guide

Embedded Server Guide

High Availability
Administration Guide

Performance Tuning Guide

Troubleshooting Guide

Error Message Reference

Reference Manual

Message Queue Release
Notes

Message Queue Technical
Overview

Message Queue
Administration Guide

Description

Explains how to configure, monitor, and manage Eclipse GlassFish
subsystems and components from the command line by using the
asadmin(1M) utility. Instructions for performing these tasks from the
Administration Console are provided in the Administration Console
online help.

Provides instructions for configuring and administering Eclipse
GlassFish security.

Explains how to assemble and deploy applications to the Eclipse
GlassFish and provides information about deployment descriptors.

Explains how to create and implement Java Platform, Enterprise
Edition (Jakarta EE platform) applications that are intended to run
on the Eclipse GlassFish. These applications follow the open Java
standards model for Jakarta EE components and application
programmer interfaces (APIs). This guide provides information
about developer tools, security, and debugging.

Explains how to use published interfaces of Eclipse GlassFish to
develop add-on components for Eclipse GlassFish. This document
explains how to perform only those tasks that ensure that the add-
on component is suitable for Eclipse GlassFish.

Explains how to run applications in embedded Eclipse GlassFish and
to develop applications in which Eclipse GlassFish is embedded.

Explains how to configure Eclipse GlassFish to provide higher
availability and scalability through failover and load balancing.

Explains how to optimize the performance of Eclipse GlassFish.

Describes common problems that you might encounter when using
Eclipse GlassFish and explains how to solve them.

Describes error messages that you might encounter when using
Eclipse GlassFish.

Provides reference information in man page format for Eclipse
GlassFish administration commands, utility commands, and related
concepts.

Describes new features, compatibility issues, and existing bugs for
Open Message Queue.

Provides an introduction to the technology, concepts, architecture,
capabilities, and features of the Message Queue messaging service.

Explains how to set up and manage a Message Queue messaging
system.
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Book Title Description

Message Queue Developer’s Describes the application programming interface in Message Queue

Guide for JMX Clients for programmatically configuring and monitoring Message Queue
resources in conformance with the Java Management Extensions
(JMX).

Message Queue Developer’s Provides information about concepts and procedures for developing

Guide for Java Clients Java messaging applications (Java clients) that work with Eclipse
GlassFish.

Message Queue Developer’s Provides programming and reference information for developers

Guide for C Clients working with Message Queue who want to use the Clanguage
binding to the Message Queue messaging service to send, receive,
and process Message Queue messages.

Related Documentation

The following tutorials explain how to develop Jakarta EE applications:

* Your First Cup: An Introduction to the Jakarta EE Platform. For beginning Jakarta EE
programmers, this short tutorial explains the entire process for developing a simple enterprise
application. The sample application is a web application that consists of a component that is
based on the Enterprise JavaBeans specification, a JAX-RS web service, and a JavaServer Faces
component for the web front end.

* The Jakarta EE Tutorial. This comprehensive tutorial explains how to use Jakarta EE platform

technologies and APIs to develop Jakarta EE applications.

Javadoc tool reference documentation for packages that are provided with Eclipse GlassFish is
available as follows.
» The Jakarta EE specifications and API specification is located at https://jakarta.ee/specifications/.

» The API specification for Eclipse GlassFish 8, including Jakarta EE platform packages and
nonplatform packages that are specific to the Eclipse GlassFish product, is located at
https://glassfish.org/docs/.

For information about creating enterprise applications in the NetBeans Integrated Development
Environment (IDE), see the NetBeans Documentation, Training & Support page.

For information about the Derby database for use with the Eclipse GlassFish, see the Derby page.

The Jakarta EE Samples project is a collection of sample applications that demonstrate a broad
range of Jakarta EE technologies. The Jakarta EE Samples are bundled with the Jakarta EE Software
Development Kit (SDK) and are also available from the repository (https://github.com/eclipse-
eed4j/glassfish-samples).

Typographic Conventions

The following table describes the typographic changes that are used in this book.
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Typeface Meaning

AaBbCc123 The names of commands, files, and
directories, and onscreen computer
output

AaBbCc123  What you type, contrasted with
onscreen computer output

AaBbCc123 A placeholder to be replaced with a
real name or value

AaBbCc123 Book titles, new terms, and terms to

be emphasized (note that some
emphasized items appear bold

online)

Symbol Conventions

Example

Edit your .login file.

Use 1s a to list all files.

machine_name% you have mail.

machine_name% su

Password:

The command to remove a file is rm filename.

Read Chapter 6 in the User’s Guide.
A cache is a copy that is stored locally.

Do not save the file.

The following table explains symbols that might be used in this book.

Symbol
[]

Description Example

Contains optional ls [-1]
arguments and
command options.

Contains a set of choices -d {y[n}
for a required command

Meaning

The -1 option is not required.

The -d option requires that you
use either the y argument or the n

option. argument.

Indicates a variable ${com.sun.javaRoot} References the value of the

reference. com.sun.javaRoot variable.

Joins simultaneous Control-A Press the Control key while you

multiple keystrokes. press the A key.

Joins consecutive Ctrl+A+N Press the Control key, release it,

multiple keystrokes. and then press the subsequent
keys.

Indicates menu item File > New > Templates From the File menu, choose New.

selection in a graphical
user interface.

From the New submenu, choose
Templates.

Default Paths and File Names

The following table describes the default paths and file names that are used in this book.



Placeho Description

lder

as-
install

as-
install-
parent

Represents the base installation directory
for Eclipse GlassFish. In configuration files,

as-install is represented as follows:
${com.sun.aas.installRoot}

Represents the parent of the base
installation directory for Eclipse GlassFish.

Default Value

Installations on the Oracle Solaris
operating system, Linux operating
system, and Mac OS operating system:

user’s-home-
directory/glassfish8/glassfish

Installations on the Windows operating
system:

SystemDrive:\glassfish8\glassfish

Installations on the Oracle Solaris
operating system, Linux operating
system, and Mac operating system:

user’s-home-directory/glassfish8

Installations on the Windows operating
system:

SystemDrive:\glassfish8

domain- Represents the directory in which a domain as-install/domains/
root-dir is created by default.

domain- Represents the directory in which a

dir

instanc
e-dir

domain’s configuration is stored. In
configuration files, domain-dir is

represented as follows:
${com.sun.aas.instanceRoot}

Represents the directory for a server
instance.

domain-root-dir/domain-name

domain-dir/instance-name



1 Overview of Eclipse GlassFish
Administration

Eclipse GlassFish provides a server for developing and deploying Java Platform Enterprise Edition
(Jakarta EE) applications and web Java Web Services.

As an administrator ofEclipse GlassFish, your main responsibilities are to establish a secure Eclipse
GlassFish environment and to oversee the services, resources, and users that participate in that
environment. Your key tasks include configuring resources and services, managing Eclipse
GlassFish at runtime, and fixing problems that are associated with the server. You might also be
involved in installing software, integrating add-on components, and deploying applications.

The following topics are addressed here:

Default Settings and Locations
* Configuration Tasks
* Administration Tools

¢ Instructions for Administering Eclipse GlassFish

Default Settings and Locations

After installation, you might need to perform some immediate configuration tasks to make your
installation function as intended. If configuration defaults have been accepted, some features are
enabled and some not. For an overview of initial configuration tasks for Eclipse GlassFish services
and resources, see Initial Configuration Tasks.

In addition, you might want to reset default passwords, change names or locations of files, and so
on. The following tables list the default administration values.

o For the zip bundle of Eclipse GlassFish 8, the default administrator login is admin,
with no password, which means that no login is required.

Table 1-1 Default Administration Values

Item Default
Domain Name domaini
Master Password changeit
Administration User admin
Administration Server Port 4848
HTTP Port 8080
HTTPS Port 8181
Pure JMX Clients Port 8686



Item Default

Message Queue Port 7676
IIOP Port 3700
IIOP/SSL Port 3820
IIOP/SSL Port With Mutual 3920
Authentication

Table 1-2 Default Locations

Item Default
Command-line Utility (asadmin) as-install/bin
Configuration Files domain-dir/config
Log Files domain-dir/1logs
Upgrade Tool (asupgrade Command) as-install/bin

For information about replaceable items and default paths and files, see Default Paths and File
Names.

Configuration Tasks

Some configuration tasks must be performed directly after installation for your Eclipse GlassFish
environment to work as intended. For example, if you are using a database with Eclipse GlassFish,
you need to set up database connectivity right away.

Some configuration situations are ongoing and will require you to make changes many times
during the life of your installation. You can use either the Administration Console or the asadmin
utility to modify the configuration. Changes are automatically applied to the appropriate
configuration file.

The following topics are addressed here:

Initial Configuration Tasks

How Dotted Names Work for Configuration
» Variable references in Configuration
* Configuration Files

* Impact of Configuration Changes

Initial Configuration Tasks

This section maps the common configuration tasks to the command-line procedures in this guide.
In some situations, the resource or service is automatically enabled and your configuration tasks
involve adjusting or changing the default settings to suit your specific needs.

The following resources and services frequently require configuration immediately after



installation:

System Properties

See Administering System Properties.

Domains

The initial domain1 is created during installation. Additional configuration tasks might include
such tasks as configuring additional domains or setting up automatic restart. See Administering
Domains.

JVM
The initial tasks for configuring the JVM include creating JVM options and profilers. See
Administering the Virtual Machine for the Java Platform.

Logging
By default, logging is enabled, so basic logging works without additional configuration. However,
you might want to change log levels, property values, or the location of log files. See
Administering the Logging Service.

Monitoring

By default, the monitoring service is enabled. However, monitoring for the individual modules is
not enabled, so your first monitoring task is to enable monitoring for the modules that you want
to monitor. See Administering the Monitoring Service.

Life Cycle Modules
See Administering Life Cycle Modules.

Security

» System Security. Initial configuration tasks might include setting up passwords, audit
modules, and certificates. See "Administering System Security" in Eclipse GlassFish Security
Guide.

» User Security. Initial configuration tasks might include creating authentication realms and
file users. See "Administering User Security" in Eclipse GlassFish Security Guide.

* Message Security. Initial configuration tasks might include configuring a Java Cryptography
Extension (JCE) provider, enabling default and non-default security providers, and
configuring message protection policies. See "Administering Message Security" in Eclipse
GlassFish Security Guide.

Database Connectivity

The initial tasks involved in configuring Eclipse GlassFish to connect to the Apache Derby
database include creating a Java Database Connectivity (JDBC) connection pool, creating a JDBC
resource, and integrating a JDBC driver. See Administering Database Connectivity.

EIS Connectivity

The initial tasks involved in configuring Eclipse GlassFish to connect to an enterprise
information system (EIS) include creating a connector connection pool, creating a connector
resource, editing a resource adapter configuration, creating a connector security map, creating a
connector work security map, and creating an administered object (if needed). See
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Administering EIS Connectivity.

Internet Connectivity

The initial tasks involved in making deployed web applications accessible by internet clients
include creating HTTP network listeners and virtual servers, and configuring the HTTP listeners
for SSL (if needed). See Administering Internet Connectivity.

Object Request Broker (ORB)

An initial configuration task might involve creating an IIOP listener. See Administering the
Object Request Broker (ORB).

Jakarta Mail Service

An initial configuration task might involve creating a Jakarta Mail resource. See Administering
the Jakarta Mail Service.

Java Message Service (JMS)

Initial configuration tasks might include creating a physical destination, creating connection
factories or destination resources, creating a JMS host (if the default JMS host is not adequate),
adjusting connection pool settings (if needed), and configuring resource adapters for JMS. See
Administering the Java Message Service (JMS).

JNDI Service

An initial configuration task might involve creating a JNDI resource. See Administering the Java
Naming and Directory Interface (JNDI) Service.

Information and instructions for accomplishing the tasks by using the Administration Console are
contained in the Administration Console online help.

How Dotted Names Work for Configuration

After the initial configuration is working, you will continue to manage ongoing configuration for
the life of your Eclipse GlassFish installation. You might need to adjust resources to improve
productivity, or issues might arise that require settings to be modified or defaults to be reset. In
some situations, an asadmin subcommand is provided for updating, such as the update-connector-
work-security-map subcommand. However, most updating is done by using the list, get, and set
subcommands with dotted names. For detailed information about dotted names, see the dotted-
names(5ASC) help page.

Dotted names also apply to monitoring, but the method is different. For
information on using dotted names for monitoring, see How the Monitoring Tree
Structure Works.

The general process for working with configuration changes on the command line is as follows:
1. List the modules for the component of interest.

The following single mode example uses the | (pipe) character and the grep command to
narrow the search:

10
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asadmin list "*" | grep http | grep listener

Information similar to the following is returned:

configs.config.server-config.
listener.http-listener-1
configs.config.server-config.
listener.http-listener-2
configs.config.server-config.
configs.config.server-config.
listener.http.file-cache
configs.config.server-config.
configs.config.server-config.
configs.config.server-config.
1.http.file-cache
configs.config.server-config.
configs.config.server-config.
configs.config.server-config.
2.http.file-cache
configs.config.server-config.

network-config.
network-config.

network-config.
network-config.

network-config.
network-config.
network-config.

network-config.
network-config.

network-config.

network-config.

network-listeners.network-

network-listeners.network-

protocols.
protocols.

protocols.
protocols.
protocols.

protocols.
protocols.

protocols.

protocols.

protocol

protocol.

protocol.
protocol.
protocol.

protocol.
protocol.

protocol.

protocol.

2. Get the attributes that apply to the module you are interested in.

.admin-listener.http
admin-

http-listener-1
http-listener-1.http
http-listener-

http-listener-2
http-listener-2.http
http-listener-

http-listener-2.ssl

The following multimode example gets the attributes and values for http-listener-1:

asadmin> get server-config.network-config.network-1listeners.network-listener.http-

listener-1.*

Information similar to the following is returned:

server.
server.

http-service.
http-service.

http-listener.
http-listener.

http-listener-1
http-listener-1

.acceptor-threads
.address

=1

0.0.0.0

server.
server.
server.
server.
server.

server

server

server

http-service.
http-service.
http-service.
http-service.
http-service.

.http-service.
server.
.http-service.
server.
.http-service.
server.

http-service.
http-service.

http-service.

http-listener.
http-listener.
http-listener.
http-listener.
http-listener.
http-listener.
http-listener.
http-listener.
http-listener.
http-listener.
http-listener.

http-listener-1
http-listener-1
http-listener-1
http-listener-1
http-listener-1
http-listener-1
http-listener-1

http-listener-1

http-listener-1

3. Modify an attribute by using the set subcommand.

.blocking-enabled = false
.default-virtual-server
.enabled = true
.external-port =
.family = inet

.id = http-listener-1
.port = 8080
http-listener-1.
.security-enabled = false
http-listener-1.
.Xxpowered-by = true

server

redirect-port =

server-name

11



This example sets the security-enabled attribute of http-listener-1 to true:

asadmin> set server.http-service.http-listener.http-listener-1.security-enabled =
true

Variable references in Configuration

Instead of using hard-coded textual values in configuration files, you can use variable references.
Variable references are used to refer to values that are either repeatedly used through the
configuration (e.g. a path to a directory), or values that should be different for different instances
that share the same configuration (e.g. a port number), or values that are not known at the time of
configuration. Variable references cannot be used for properties that expect a number or another
non-textual value.

You can specify variable reference as ${variable}, where variable is the name of the variable. The
value of the variable can contain another variable reference, which is resolved recursively.
Variable reference can be used together with other textual values or variable references, for
example, ${variable}/path/to/${filename}.

Variables are resolved from the following sources, in the order of precedence:

» System properties. They can be specified either using a -D JVM option, or as a system property
for a target using the create-jvm-options command. It’s also possible to reference any existing
JVM system property, including standard Java properties like java.home

* Environment variables. They can be either with the exact same name, or name with non-
alphanumeric characters replaced with _, or additionally with alphanumeric characters in
uppercase. For example, if the variable reference is ${my.variable}, it will be first resolved
against my.variable, then against my_variable, then against MY_VARIABLE. This allows defining
variables that are not valid environment variable identifiers, such as those containing a hyphen
(-)oradot(.)

If a variable reference is not resolved, the reference will not be replaced. So, if a variable variable
is not defined, the value ${variable} will simply remain ${variable}.

System properties that adjust variable resolution:

* org.glassfish.variableexpansion.envvars.disabled - disables resolution from environment
variables and allows only resolving from system properties. This allows keeping the behavior of
older versions of Eclipse GlassFish

» org.glassfish.variableexpansion.envvars.preferred - changes the priority - values are resolved
first from environment variables and then from system properties

The following is a list of variables defined by Eclipse GlassFish that can be used in variable
references:

12
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Variable Description Example value

com. sun.aas.agentRoot The root directory for /path/to/glassfish_installation/glass
(remote) nodes fish/nodes

com.sun.aas.configRoot The config directory in the /path/to/glassfish_installation/glass
domain fish/config

com. sun.aas.derbyRoot The root directory for the /path/to/glassfish_installation/javad
Apache Derby database

com.sun.aas.domainsRoot The root directory for /path/to/glassfish_installation/glass
domains fish/domains

com.sun.aas.hostName The host name of the server 192.168.0.1

com.sun.aas.imgBin The directory where the /path/to/glassfish_installation/mq/b1i
Message Queue binaries are "
located

com.sun.aas.imglib The directory where the /path/to/glassfish_installation/mq/1i
Message Queue libraries are b
located

com.sun.aas.installRoot The glassfish directoryin ~ /path/to/glassfish_installation/glass
the Eclipse GlassFish fish
installation

com.sun.aas.installRootURT  The URI of the glassfish file:/path/to/glassfish_installation/
directory in the Eclipse glassfish/
GlassFish installation

com.sun.aas.instanceName The name of the server server
instance

com.sun.aas.instanceRoot The root directory of the /path/to/glassfish_installation/glass
domain configuration fish/domains/domain1

com.sun.aas.instanceRootURI The URI of the domain file:/path/to/glassfish_installation/

configuration root glassfish/domains/domain1/

com.sun.aas.javaRoot The root directory of the /path/to/java_installation

Java installation used to run
the current JVM

com.sun.aas.productRoot The root directory of the /path/to/glassfish_installation
Eclipse GlassFish installation

Configuration Files

The bulk of the configuration information about Eclipse GlassFish resources, applications, and
instances is stored in the domain.xml configuration file. This file is the central repository for a given
administrative domain and contains an XML representation of the Eclipse GlassFish domain model.
The default location for the domain.xml file is domain-dir/config.

o Eclipse GlassFish maintains a backup of the domain.xml file that is named
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domain.xml.bak. The purpose of this file is solely to enable Eclipse GlassFish to start
a domain if the domain.xml file cannot be read. Do not modify or delete the
domain.xml.bak file and do not use this file for any other purpose.

The 1logging.properties file is used to configure the Java Util Logging system. The default
logging.properties file is located in the same directory as the domain.xml file. For further
information on the logging.properties file, see Logging Properties.

The asenv.conf file is located in the as-install/config directory. Its purpose is to store the Eclipse
GlassFish environment variables, such as the installation location of the database, Message Queue,
and so on.

Changes are automatically applied to the appropriate configuration file. Do not
o edit the configuration files directly. Manual editing is prone to error and can have
unexpected results.

Impact of Configuration Changes

Some configuration changes require that you restart the DAS or Eclipse GlassFish instances for the
changes to take effect. Other changes are applied dynamically without requiring that the DAS or
instances be restarted. The procedures in this guide indicate when a restart is required. Eclipse
GlassFish enables you to determine whether the DAS or an instance must be restarted to apply
configuration changes.

Some changes to resources or connection pools affect the applications that use the resources or
connection pools. These changes do not require restart. However, any applications that use the
resources or connection pools must be disabled and re-enabled or redeployed for the change to
take effect.

The following topics are addressed here:

* To Determine Whether the DAS or an Instance Requires Restart
» Configuration Changes That Require Restart
* Dynamic Configuration Changes

* Changes That Affect Applications

To Determine Whether the DAS or an Instance Requires Restart

1. Ensure that the DAS is running. To obtain information about the DAS or an instance, a running
server is required.

2. Do one of the following:

o To determine if the DAS requires restart, list the domains in your Eclipse GlassFish
installation. Use the 1ist-domains subcommand for this purpose.

asadmin> list-domains [--domaindir domain-root-dir]

14
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The domain-root-dir is the directory that contains the directories in which individual
domains' configuration is stored. The default is as-install/domains, where as-install is the
base installation directory of the Eclipse GlassFish software. If the DAS requires restart, a
statement that restart is required is displayed.

o To determine if an instance requires restart, list information about the instance. Use the
list-instances subcommand for this purpose.

asadmin> list-instances instance-name

The instance-name is the name of the instance for which you are listing information. If the
instance requires restart, one of the following pieces of information is displayed: a
statement that restart is required, or a list of configuration changes that are not yet applied
to the instance.

Example 1-1 Determining if the DAS Requires Restart

This example determines that the DAS for the domain domain1 requires restart to apply
configuration changes.

asadmin> list-domains
domain1 running, restart required to apply configuration changes
Command list-domains executed successfully.

Example 1-2 Determining if an Instance Requires Restart

This example determines that the instance pmd-i1 requires restart to apply configuration changes.

asadmin> list-instances pmd-i1l
pmd-i1  running; requires restart
Command list-instances executed successfully.

See Also

e list-domains(1)

e list-instances(1)

You can also view the full syntax and options of the subcommands by typing the following
commands at the command line.

* asadmin help list-domains

e asadmin help list-instances

Configuration Changes That Require Restart

The following configuration changes require restart for the changes to take effect:
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* Changing JVM options

* Changing port numbers

e Changes to some port numbers, for example HTTP listener ports, do not
require restart.

* Changing log handler elements
* Configuring certificates
* Managing HTTP, JMS, IIOP, JNDI services

* Enabling or disabling secure administration as explained in "Running Secure Admin" in Eclipse
GlassFish Security Guide

Dynamic Configuration Changes

With dynamic configuration, changes take effect while the DAS or instance is running. The
following configuration changes do not require restart:
* Adding or deleting add-on components

* Adding or removing JDBC, JMS, and connector resources and pools (Exception: Some connection
pool properties affect applications.)

* Changing a system property that is not referenced by a JVM option or a port
* Adding file realm users

* Changing logging levels

* Enabling and disabling monitoring

» Changing monitoring levels for modules

* Enabling and disabling resources and applications

* Deploying, undeploying, and redeploying applications

Changes That Affect Applications

Some changes to resources or connection pools affect the applications that use the resources or
connection pools. These changes do not require restart. However, any applications that use the
resources or connection pools must be disabled and re-enabled or redeployed for the change to
take effect.

If you do not know which applications use the changed resources or connection
pools, you can apply these changes by restarting the clusters orEclipse GlassFish

o instances to which applications are deployed. However, to minimize the disruption
to the services that your applications provide, avoid restarting clusters or
instances to apply these changes if possible.

The following changes affect applications:

* Creating or deleting resources (Exception: Changes to some JDBC, JMS, or connector resources
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do not affect applications.)
* Modifying the following JDBC connection pool properties:
o datasource-classname
o associate-with-thread
o lazy-connection-association
o lazy-connection-enlistment
o JDBC driver vendor-specific properties
» Modifying the following connector connection pool properties:
o resource-adapter-name
o connection-definition-name
o transaction-support
o associate-with-thread
o lazy-connection-association
o lazy-connection-enlistment

> Vendor-specific properties

Administration Tools

For the most part, you can perform the same tasks by using either the graphical Administration
Console or the asadmin command-line utility, however, there are exceptions.

The following Eclipse GlassFish administration tools are described here:

¢ Administration Console

* asadmin Utility

REST Interfaces

OSGi Module Management Subsystem

keytool Utility
* Java Monitoring and Management Console (JConsole)
Administration Console

The Administration Console is a browser-based utility that features an easy-to-navigate graphical
interface that includes extensive online help for the administrative tasks.

To use the Administration Console, the domain administration server (DAS) must be running. Each
domain has its own DAS, which has a unique port number. When Eclipse GlassFish was installed,
you chose a port number for the DAS, or used the default port of 4848. You also specified a user
name and password if you did not accept the default login (admin with no password).

When specifying the URL for the Administration Console, use the port number for the domain to be
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administered. The format for starting the Administration Console in a web browser is
http:// hostname: port. For example:

http://kindness.example.com:4848

If the Administration Console is running on the host where Eclipse GlassFish was installed, specify
localhost for the host name. For example:

http://localhost:4848

If the Administration Console is run on a host different from the host where Eclipse GlassFish was
installed, a secure connection (https instead of http) is used. Some browsers do not display pages on
secure connections by default and must be configured to permit secure protocols (SSL and TLS).

If you try to use the Administration Console from a system through a proxy server
on another system back to the original system, while using the system’s full host
name (instead of localhost or 127.0.0.1) you are denied access because the request
is treated as a remote request, which requires that the secure administration
feature (secure admin) be enabled.

To avoid this situation, do one of the following:

o * Do not use a proxy server.
e Use localhost or 127.0.0.1 as the host name.

* Enable secure admin so that what Eclipse GlassFish interprets as a remote
request is accepted as such.

To enable secure admin, see "Managing Administrative Security" in Eclipse
GlassFish Security Guide.

You can change the Administration Console startup behavior using the startup options.
Available startup options are:

default

The Administration Console loads on demand when its first accessed. This is the default option.

always

The Administration Console loads during Eclipse Glassfish server startup.

never

Prevents the Administration Console from loading thereby prohibiting it.

To Enable the Administration Console On Demand Loading

This is a default option.
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Enabling on demand loading of the Administration Console involves changing the value of the

property server.admin-service.property.adminConsoleStartup. This property controls the
Administration Console loading.

1. Ensure that the DAS is running.

2. Change the value of the server.admin-service.property.adminConsoleStartup property to default.
You can change this value either by setting a configuration property or by editing a file.

o To change this value by setting a configuration property, set the configuration property
server.admin-service.property.adminConsoleStartup to the value default.

asadmin> set server.admin-service.property.adminConsoleStartup=default

3. Restart the DAS. For instructions, see To Restart a Domain.

To Enable the Administration Console Loading At Server Startup

Enabling the Administration Console loading at Eclipse Glassfish server startup involves changing

the value of the property server.admin-service.property.adminConsoleStartup. This property
controls the Administration Console loading.

1. Ensure that the DAS is running.

2. Change the value of the server.admin-service.property.adminConsoleStartup property to always.
You can change this value either by setting a configuration property or by editing a file.

- To change this value by setting a configuration property, set the configuration property
server.admin-service.property.adminConsoleStartup to a value always.

asadmin> set server.admin-service.property.adminConsoleStartup=always

3. Restart the DAS. For instructions, see To Restart a Domain.

To Disable the Administration Console Loading

Disabling the Administration Console loading involves changing the value of the property

server.admin-service.property.adminConsoleStartup. This property controls the Administration
Console loading.

1. Ensure that the DAS is running.

2. Change the value of the server.admin-service.property.adminConsoleStartup property to never.
You can change this value either by setting a configuration property or by editing the file.

- To change this value by setting a configuration property, set the configuration property
server.admin-service.property.adminConsoleStartup to a value never.

asadmin> set server.admin-service.property.adminConsoleStartup=never
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3. Restart the DAS. For instructions, see To Restart a Domain.

Help pages in the Administration Console

You can display the help material for a page in the Administration Console by clicking the Help
button on the page. The initial help page describes the functions and fields of the page itself.
Associated task instructions can be accessed on additional pages by clicking a link in the See Also
list.

asadmin Utility

The asadmin utility is a command-line tool that runs subcommands for identifying the operation or
task that you want to perform. You can run asadmin subcommands either from a command prompt
or from a script. Running asadmin subcommands from a script is helpful for automating repetitive
tasks. Basic information about how the asadmin utility works can be found in the asadmin(1M) help
page. For instructions on using the asadmin utility, see Using the asadmin Utility.

To issue an asadmin subcommand in the standard command shell (single mode), go to the as-
install/bin directory and type the asadmin command followed by a subcommand. For example:

asadmin list-jdbc-resources

You can invoke multiple command mode (multimode) by typing asadmin at the command prompt,
after which the asadmin> prompt is presented. The asadmin utility continues to accept subcommands
until you exit multimode and return to the standard command shell. For example:

asadmin> list-jdbc-resources

You can display a help page for any asadmin subcommand by typing help before the subcommand
name. For example:

asadmin> help restart-domain
or
asadmin help restart-domain

A collection of the asadmin help pages is available in HTML and PDF format in the Eclipse GlassFish
Reference Manual.

REST Interfaces

Eclipse GlassFish provides representational state transfer (REST) interfaces to enable you to access
monitoring and configuration data for Eclipse GlassFish, including data that is provided by newly
installed add-on components. For more information, see Using REST Interfaces to Administer
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Eclipse GlassFish.

0SGi Module Management Subsystem

The OSGi module management subsystem that is provided with Eclipse GlassFish is the Apache
Felix OSGI framework . To administer this framework, use the either of the following tools:

» Apache Felix Gogo remote shell. This shell is provided with Eclipse GlassFish. The shell uses the
Felix Gogo shell service to interact with the OSGi module management subsystem.

* GlassFish OSGi Administration Console. This console is distributed as an add-on component for
Eclipse GlassFish or as a set of files from the Maven GlassFish repository. In both distributions,
the GlassFish OSGi Web Console is provided as an extension to the Administration Console and
as a standalone web application. The GlassFish OSGi Administration Console is a customized
version of the Apache Felix Web Console.

These tools enable you to perform administrative tasks on OSGi bundles such as:

* Browsing installed OSGi bundles

Viewing the headers of installed OSGi bundles

Installing OSGi bundles

Controlling the life cycle of installed bundles

To Enable the Apache Felix Gogo Remote Shell

By default, the Apache Felix Gogo remote shell in Eclipse GlassFish is disabled. Before using the
shell to administer OSGi bundles in Eclipse GlassFish, you must enable the shell.

Enabling the Apache Felix Gogo remote shell in Eclipse GlassFish involves changing the value of the
property glassfish.osgi.start.level.final. This property controls whether the OSGi start level
service enables the shell when the DAS or a Eclipse GlassFish instance is started.

1. Ensure that the DAS is running.

2. Change the value of the glassfish.osgi.start.level.final property from 2 to 3. If the domain
includes clustered or standalone instances on remote hosts, perform this step on each remote
host. You can change this value either by creating a Java system property or by editing a file.

o To change this value by creating a Java system property, create the Java system property
glassfish.osgi.start.level.final with a value of 3.

asadmin> create-jvm-options --target target -Dglassfish.osgi.start.level.final=3

target

The target for which you are creating the property.

For the DAS, the target is ‘server'.
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For a clustered or standalone instance, the target is the name of the
instance.
* To change this value by editing a file, edit the plain-text file
as-install'‘/config/osgi.properties'' to change the value of the
‘glassfish.osgi.start.level.final"' property from 2 to 3.

3. Restart the DAS. For instructions, see To Restart a Domain.

To Run Apache Felix Gogo Remote Shell Commands

The Apache Felix Gogo remote shell is integrated with the Eclipse GlassFish asadmin command line
utility. You can use the asadmin subcommands osgi and osgi-shell to access the remote shell and
run OSGi shell commands.

To Run Remote Shell Commands Using the osgi Subcommand

The osgi subcommand delegates the command line to the Apache Felix Gogo remote shell for the
execution of OSGi shell commands. Commands are executed by the remote shell and results are
returned by the asadmin utility. The osgi subcommand is supported in remote mode only.

1. Ensure that the server is running. Remote commands require a running server.

2. Access the remote shell by using the osgi subcommand. For the full syntax and options for this
subcommand, see o0sgi(1).

To Run Remote Shell Commands Using the osgi-shell Subcommand

The osgi-shell subcommand provides interactive access to the Apache Felix Gogo remote shell for
the execution of OSGi shell commands. OSGi shell commands are executed on the server and results
are printed on the client. You can run multiple commands from a file or run commands
interactively. The osgi-shell subcommand is supported in local mode only. Unlike other local
subcommands, however, the DAS and the server instance whose shell is being accessed must be
running.

1. Ensure that the server is running.

2. Access the remote shell by using the osgi-shell subcommand. For the full syntax and options
for this subcommand, see 0sgi-shell(1).

Example 1-3 Listing Apache Felix Gogo Remote Shell Commands

This example lists Apache Felix Gogo remote shell commands. Some lines of output are omitted
from this example for readability.

asadmin> osgi help
felix:bundlelevel
felix:cd
felix:frameworklevel
gogo:cat

gogo:each
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gogo:echo

asadmin> osgi-shell

Use "exit" to exit and "help" for online help.
gogo$ help

felix:bundlelevel

felix:cd

felix:frameworklevel

gogo:cat

gogo:each

gogo:echo

Example 1-4 Running a Remote Shell Command

This example runs the Felix Remote Shell Command 1b without any arguments to list all installed
0SGi bundles. Some lines of output are omitted from this example for readability.

asadmin> osgi 1b
START LEVEL 2

ID|State |Level|Name

0|Active | 0|System Bundle

1|Active | 1|Metro Web Services API 0SGi Bundle
2|Active | 1|jakarta.annotation API

Command osgi executed successfully.

asadmin> osgi-shell
Use "exit" to exit and "help" for online help.

gogo$ 1b

START LEVEL 2

ID|State |Level|Name

0|Active | 0|System Bundle

1|Active | 1|Metro Web Services API 0SGi Bundle
2|Active | 1|jakarta.annotation API

gogo$

Example 1-5 Determining the Services That an OSGi Bundle Provides

This example runs the Felix Remote Shell Command inspect with the service option and the
capability option to determine the services that OSGi bundle 251 provides. Some lines of output are
omitted from this example for readability.

asadmin> osgi inspect service capability 251

== GlassFish EJB Container for 0SGi Enabled EJB Applications (251) provides services:
objectClass = org.glassfish.osgijavaeebase.Extender

service.id = 68

object(Class = org.glassfish.osgijavaeebase.0SGiDeployer

service.id = 69

service.ranking = -2147483648
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Command osgi executed successfully.

asadmin> osgi -shell

Use "exit" to exit and "help" for online help.

gogo$ inspect service capability 251

== GlassFish EJB Container for 0SGi Enabled EJB Applications (251) provides services:
object(Class = org.glassfish.osgijavaeebase.Extender

service.id = 68

gogo$
To Download and Install the GlassFish OSGi Web Console

The GlassFish OSGi Web Console is distributed as follows:

* As an add-on component for Eclipse GlassFish
* As a set of files from the GlassFish Maven repository

In both distributions, the GlassFish OSGi Web Console is provided as an extension to the
Administration Console and as a standalone web application.

1. Perform one of the following sets of steps, depending on how you are obtaining the GlassFish
OSGi Web Console.

o If you are obtaining the console as an add-on component, install the GlassFish OSGi Admin
Console component.

o If you are obtaining the console from the Maven repository, download and unzip the
required files.

2. Download the following files to the parent of the glassfish8 directory of your Eclipse GlassFish
installation. glassfish-osgi-http-3.1.2.zip

glassfish-osgi-qui-3.1.2.zip
3. Unzip the files that you downloaded.

The contents of the files are added to the as-install/modules/autostart directory of your Eclipse
GlassFish installation.

4, Restart the DAS. For instructions, see To Restart a Domain.
Next Steps

After downloading and installing the GlassFish OSGi Web Console, you can access the console as
explained in the following sections:

* To Access the GlassFish OSGi Web Console Through the Eclipse GlassFish Administration
Console

* To Access the GlassFish OSGi Web Console as a Standalone Web Application
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To Access the GlassFish OSGi Web Console Through the Eclipse GlassFish Administration
Console

A tab for the GlassFish OSGi Web Console is provided for the DAS and for every Eclipse GlassFish
instance in a domain.

1. Ensure that the DAS and the instance for which you want to access the GlassFish OSGi Web
Console are running.
2. Start the Eclipse GlassFish Administration Console. For instructions, see Administration Console.

3. Open the Administration Console page for the DAS or instance for which you are accessing the
GlassFish OSGi Web Console.

o For the DAS, in the navigation tree, select the server (Admin Server) node.
- For a standalone instance, perform these steps:

a. In the navigation tree, expand the Standalone Instances node.

b. Under the Standalone Instances node, select the instance.
- For a clustered instance, perform these steps:

a. In the navigation tree, expand the Clusters node.

b. Under the Clusters node, select the cluster that contains the instance. The General
Information page for the cluster opens.

c. In the General Information page for the cluster, click the Instances tab. The Clustered
Server Instances page for the cluster opens.

d. In the Server Instances table on the Clustered Server Instances page, select the instance.

4. On the Administration Console page for the DAS or instance, click the OSGi Console tab. You are
prompted for the user name and password of the administrative user of the GlassFish OSGi Web
Console.

5. In response to the prompt, provide the user name and password of the administrative user of
the GlassFish OSGi Web Console. The user name and password of this user are both preset to
admin. The GlassFish OSGi Web Console page opens.

To Access the GlassFish OSGi Web Console as a Standalone Web Application

1. Ensure that the DAS or the instance for which you want to access the GlassFish OSGi Web
Console is running.

2. In a web browser, open the following location:

http://host:http-port/osgi/system/console/

host

The host where the DAS or instance is running.

http-port
The port on which Eclipse GlassFish listens for HTTP requests. The default is 8080.
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For example, if the DAS is running on the local host and Eclipse GlassFish listens for HTTP
requests on the default port, open the following location:

+

http://localhost:8080/0sgi/system/console/

3. When prompted, provide the user name and password of the administrative user of the
GlassFish OSGi Web Console.

The user name and password of this user are both preset to admin.

keytool Utility

The keytool utility is used to set up and work with Java Security Socket Extension (JSSE) digital
certificates. See "Administering JSSE Certificates" in Eclipse GlassFish Security Guide for
instructions on using keytool.

Java Monitoring and Management Console (JConsole)

Java SE provides tools to connect to an MBean server and view the MBeans that are registered with
the server. JConsole is one such popular JMX Connector Client and is available as part of the
standard Java SE distribution. For instructions on implementing JConsole in the Eclipse GlassFish
environment, see Configuring JConsole to View Eclipse GlassFish Monitoring Data.

Instructions for Administering Eclipse GlassFish

Information and instructions on performing most of the administration tasks from the command
line are provided in this document and in the asadmin utility help pages. For instructions on
accessing asadmin online help, see To Display Help Information for the asadmin Utility or a
Subcommand.

Information and instructions for accomplishing the tasks by using the Administration Console are
contained in the Administration Console online help.

Instructions written for the Eclipse GlassFish tools use standard UNIX forward
slashes (/) for directory path separators in commands and file names. If you are
running Eclipse GlassFish on a Microsoft Windows system, use backslashes (\)

o instead. For example:

e UNIX: as-install/bin/asadmin

* Windows: as-install\bin\asadmin

The following additional documents address specific administration areas:

* Verifying and deploying applications Eclipse GlassFish Application Deployment Guide

26


https://glassfish.org/docs/latest/security-guide.pdf#administering-jsse-certificates
https://glassfish.org/docs/latest/application-deployment-guide.pdf#GSDPG

Part1

27



Runtime Administration

28



2 General Administration

This chapter provides instructions for performing general administration tasks in the Eclipse
GlassFish 8 environment by using the asadmin command-line utility.

The following topics are addressed here:

* Using the asadmin Utility

* Administering System Properties
» Using Configuration Modularity
* Administering Resources

 Listing Various System Elements

Using REST Interfaces to Administer Eclipse GlassFish

Instructions for accomplishing the tasks in this chapter by using the Administration Console are
contained in the Administration Console online help.

Using the asadmin Utility

Use the asadmin utility to perform administrative tasks for Eclipse GlassFish from the command line
or from a script. You can use this utility instead of the Administration Console interface.

The following topics are addressed here:

* Path to the asadmin Utility

* asadmin Utility Syntax

* To Run an asadmin Utility Subcommand in Single Mode

» To Display Help Information for the asadmin Utility or a Subcommand
» To Start a Multimode Session

* To End a Multimode Session

* To Run a Set of asadmin Subcommands From a File

e To Run asadmin Subcommands in --detach Mode

Path to the asadmin Utility

The asadmin utility is located in the as-install/bin directory. To run the asadmin utility without
specifying the path, ensure that this directory is in your path.

asadmin Utility Syntax

The syntax for running the asadmin utility is as follows:

asadmin [asadmin-util-options] [subcommand [subcommand-options] [operands]]
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The replaceable items in this syntax are described in the subsections that follow. For full details of
this syntax, see the asadmin(1M) help page.

Subcommands of the asadmin Utility

The subcommand identifies the operation or task that you are performing. Subcommands are case-
sensitive. Each subcommand is either a local subcommand or a remote subcommand.

* A local subcommand can be run without a running domain administration server (DAS).
However, to run the subcommand and have access to the installation directory and the domain
directory, the user must be logged in to the machine that hosts the domain.

* A remote subcommand is always run by connecting to a DAS and running the subcommand

there. A running DAS is required.

For a list of the subcommands for this release of Eclipse GlassFish, see Section 1 of the Eclipse
GlassFish Reference Manual.

asadmin Utility Options and Subcommand Options

Options control the behavior of the asadmin utility and its subcommands. Options are case-sensitive.
The asadmin utility has the following types of options:

* asadmin utility options. These options control the behavior of the asadmin utility, not the
subcommand. The asadmin utility options may precede or follow the subcommand, but asadmin
utility options after the subcommand are deprecated. All asadmin utility options must either
precede or follow the subcommand. If asadmin utility options are specified both before and after
the subcommand, an error occurs. For a description of the asadmin utility options, see the
asadmin(1M) help page.

* Subcommand Options. These options control the behavior of the subcommand, not the asadmin
utility. Subcommand options must follow the subcommand. For a description of a
subcommand’s options, see the entry for the subcommand in the Eclipse GlassFish Reference
Manual.

Not all subcommand options are supported for this release of Eclipse GlassFish.
o If you specify an unsupported option, a syntax error does not occur. Instead,
the command runs successfully and the unsupported option is silently ignored.

A subcommand option may have the same name as an asadmin utility option, but the effects of the
two options are different.

Options have a long form and a short form.

» The short form of an option has a single dash (-) followed by a single character.

* The long form of an option has two dashes (--) followed by an option word.

For example, the short form and the long form of the option for specifying terse output are as
follows:
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» Short form: -t
* Long form: --terse

Most options require argument values, except Boolean options, which toggle to enable or disable a
feature.

Operands of asadmin Utility Subcommands

Operands specify the items on which the subcommand is to act. Operands must follow the
argument values of subcommand options, and are set off by a space, a tab, or double dashes (--).
The asadmin utility treats anything that follows the subcommand options and their values as an
operand.

To Run an asadmin Utility Subcommand in Single Mode

In single mode, you must type a separate asadmin command for each subcommand that you want to
use. After the subcommand has run, you are returned to the operating system’s command shell.
Any asadmin utility options must be specified in each separate asadmin command that you run. If you
require the same asadmin utility options for multiple subcommands, use the asadmin utility in
multimode. For more information, see To Start a Multimode Session.

1. In the operating system’s command shell, run the asadmin utility, specifying the subcommand.

2. If necessary, also specify any required asadmin utility options, subcommand options, and
operands.

Example 2-1 Running an asadmin Utility Subcommand in Single Mode

This example runs the list-applications subcommand in single mode. In this example, the default
values for all options are used.

The example shows that the application hello is deployed on the local host.

asadmin list-applications
hello <web>
Command list-applications executed successfully.

Example 2-2 Specifying an asadmin Utility Option With a Subcommand in Single Mode

This example specifies the --host asadmin utility option with the 1ist-applications subcommand in
single mode. In this example, the DAS is running on the host srvr1.example.com.

The example shows that the applications basic-ezcomp, scrumtoys, ejb31-war, and automatic-timer-
ejb are deployed on the host srvr1.example.com.

asadmin --host srvril.example.com list-applications
basic-ezcomp <web>

scrumtoys <web>

ejb31-war <ejb, web>
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automatic-timer-ejb <ejb>
Command list-applications executed successfully.
Example 2-3 Specifying an asadmin Utility Option and a Subcommand Option in Single Mode

This example specifies the --host asadmin utility option and the --type subcommand option with the
list-applications subcommand in single mode. In this example, the DAS is running on the host
srvr1.example.com and applications of type web are to be listed.

asadmin --host srvril.example.com list-applications --type web
basic-ezcomp <web>

scrumtoys <web>

ejb31-war <ejb, web>

Command list-applications executed successfully.

To Display Help Information for the asadmin Utility or a Subcommand

Eclipse GlassFish provides help information about the syntax, purpose, and options of the asadmin
utility and its subcommands. This help information is written in the style of UNIX platform man
pages. This help information is also available in the Eclipse GlassFish Reference Manual.

1. If you are displaying help information for a remote subcommand, ensure that the server is
running.

Remote subcommands require a running server.
2. Specify the subcommand of interest as the operand of the help subcommand.

If you run the help subcommand without an operand, help information for the asadmin utility is
displayed.

Example 2-4 Displaying Help Information for the asadmin Utility

This example displays the help information for the asadmin utility.
asadmin help

Example 2-5 Displaying Help Information for an asadmin Utility Subcommand

This example displays the help information for the create-jdbc-resource subcommand.
asadmin help create-jdbc-resource

See Also

To display the available subcommands, use the list-commands subcommand. Local subcommands
are displayed before remote subcommands. If the server is not running, only local subcommands
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are displayed.

To Start a Multimode Session

The asadmin utility can be used in multiple command mode, or multimode. In multimode, you run
the asadmin utility once to start a multimode session. During the session, the asadmin utility
continues to accept subcommands until you end the session and return to the operating system’s
command shell. Any asadmin utility options that you set for your multimode session are used for all
subsequent subcommands in the session.

o Starting a multimode session does not require a running DAS.

1. Do one of the following:
o Run the asadmin utility without a subcommand.
o Use the multimode subcommand.

2. If necessary, also specify any asadmin utility options that will apply throughout the multimode
session.

3. In a multimode session, the asadmin> prompt is displayed on the command line. You can now
type asadmin subcommands at this prompt to administer Eclipse GlassFish.

Example 2-6 Starting a Multimode Session With asadmin Utility Options
This example starts a multimode session in which the asadmin utility options --user and
--passwordfile are set for the session.

asadmin --user admin1 --passwordfile pwd.txt multimode

Example 2-7 Starting a Multimode Session by Using the multimode Subcommand
This example uses the multimode subcommand to start a multimode session in which the default
asadmin utility options are used.

asadmin multimode

The asadmin> prompt is displayed on the command line.
Example 2-8 Running a Subcommand in a Multimode Session

This example starts a multimode session and runs the list-domains subcommand in the session.

asadmin

Enter commands one per "line", AD to quit
asadmin> list-domains

Name: domain1 Status: Running

Command list-domains executed successfully.
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asadmin>

Starting a Multimode Session From Within an Existing Multimode Session

You can start a multimode session from within an existing session by running the multimode
subcommand from within the existing session. After you end the second multimode session, you
return to your original multimode session.

See Also

You can also view the full syntax and options of the subcommand by typing asadmin help multimode
at the command line.

To End a Multimode Session

At the asadmin> prompt, type one of the following commands or key combinations:
e exit
e quit
* UNIX and Linux systems: Ctrl-D

* Windows systems: Ctrl-Z

Do not type Ctrl-C to end a multimode session. If a domain or Eclipse GlassFish
o instance is started from the multimode session, typing Ctrl-C kills the domain or
instance process.

You are returned to the operating system’s command shell and the asadmin> prompt is no longer
displayed. If the asadmin> prompt is still displayed, you might have opened a multimode session
within a multimode session. In this situation, repeat this procedure to end the remaining
multimode session.

To Run a Set of asadmin Subcommands From a File
Running a set of asadmin subcommands from a file enables you to automate repetitive tasks.

1. Create a plain text file that contains the sequence of subcommands that you want to run.

2. Run the multimode subcommand, specifying the file that you created.

If necessary, also specify any asadmin utility options that are required to enable subcommands in
the file to run.

Example 2-9 Running a Set of asadmin Subcommands From a File
This example contains the following:

* A listing of a file that is named commands_file.txt, which contains a sequence of asadmin
subcommands

e The command to run the subcommands in the file commands_file.txt
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The commands_file.txt file contains the asadmin utility subcommands to perform the following
sequence of operations:

Creating the domain customdomain

Starting the domain customdomain

Listing all available subcommands

Stopping the domain customdomain

G W M P

Deleting the domain customdomain

The content of the commands_file.txt file is as follows:

create-domain --portbase 9000 customdomain
start-domain customdomain

1ist-commands

stop-domain customdomain

delete-domain customdomain

This example runs the sequence of subcommands in the commands_file.txt file. Because the
--portbase option is specified for the create-domain subcommand in the file, the --port asadmin
utility option must also be set.

asadmin --port 9048 multimode --file commands_file.txt

See Also

For more information about the subcommands in the preceding example, see the following help
pages:

* create-domain(1)

* delete-domain(1)

e list-commands(1)

multimode(1)
e start-domain(1)

» stop-domain(1)

To Run asadmin Subcommands in --detach Mode

You can use the --detach option of the asadmin utility to detach asadmin subcommands and run them
in the background in detach mode. The asadmin --detach option is useful for long-running
subcommands and enables you to run several independent subcommands from one console or
script.

1. Ensure that the server is running. Remote commands require a running server.

2. Detach and run the subcommand by using the asadmin --detach option.
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Example 2-10 Using the --detach Option in Single Mode

This example uses the asadmin --detach option in single mode to run the create-cluster
subcommand.

asadmin --detach create-cluster Cluster]
Job ID: 1
Command create-cluster started successfully.

Example 2-11 Using the --detach Option in Multimode

This example uses the asadmin --detach option in multimode to run the create-cluster
subcommand.

asadmin> create-cluster Cluster1 --detach
Job ID: 1
Command create-cluster started successfully.

Job IDs are assigned to subcommands that are started using the asadmin --detach option or that
contain progress information. You can use the list-jobs subcommand to list jobs and their job IDs,
the attach subcommand to reattach to a job and view its status, and the configure-managed-jobs
subcommand to configure how long information about jobs is kept.

Example 2-12 Listing Jobs

This example runs the 1ist-jobs subcommand in multimode to list jobs and job information.

asadmin> list-jobs

JoB ID COMMAND STATE EXIT CODE TIME OF COMPLETION
1 create-cluster COMPLETED  SUCCESS  2013-02-15 16:16:16 PST
2 deploy COMPLETED  FAILURE  2013-02-15 18:26:30 PST

Command list-jobs executed successfully

Example 2-13 Attaching to a Subcommand and Checking Its Status

This example runs the attach subcommand in multimode to attach to the create-cluster
subcommand with a job ID of 1. If a subcommand is still in progress, the output displays the current
status, such as percentage complete.

asadmin> attach 1
Command create-cluster executed with status SUCCESS.
Command attach executed successfully.

Example 2-14 Configuring Managed Jobs

This example runs the configure-managed-jobs subcommand in multimode to set the job retention
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period to 36 hours. Time periods can be specified in Hh | Mm |Ss for hours, minutes, or seconds.

asadmin> confiqure-managed-jobs --job-retention-period=36h
Command configure-managed-jobs executed successfully.

See Also

For the full syntax and options of the subcommands in the preceding examples, see the following
help pages:

 attach(1)
* configure-managed-jobs(1)

* list-jobs(1)

Administering System Properties

Shared server instances will often need to override attributes defined in their referenced
configuration. Any configuration attribute can be overridden through a system property of the
corresponding name.

The following topics are addressed here:

* To Create System Properties
 To List System Properties
* To Delete a System Property
To Create System Properties

Use the create-system-properties subcommand in remote mode to create or update one or more
system properties of the domain or configuration. Any configuration attribute can be overwritten
through a system property of the corresponding name.

1. Ensure that the server is running. Remote subcommands require a running server.

2. Create system properties by using the create-system-properties subcommand.
Information about properties for the subcommand is included in this help page.
Example 2-15 Creating a System Property

This example creates a system property associated with http-listener-port=1088 on localhost.

asadmin> create-system-properties http-listener-port=1088
Command create-system-properties executed successfully.

See Also
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You can also view the full syntax and options of the subcommand by typing asadmin help create-
system-properties at the command line.

To List System Properties

Use the list-system-properties subcommand in remote mode to list the system properties that
apply to a domain, cluster, or server instance or configuration.

1. Ensure that the server is running. Remote subcommands require a running server.

2. List system properties by using the list-system-properties subcommand.

The existing system properties are displayed, including predefined properties such as
HTTP_LISTENER_PORT and HTTP_SSL_LISTENER_PORT.

Example 2-16 Listing System Properties

This example lists the system properties on host localhost.

asadmin> list-system-properties
http-listener-port=1088
Command list-system-properties executed successfully.

See Also

You can also view the full syntax and options of the subcommand by typing asadmin help Tlist-
system-properties at the command line.

To Delete a System Property
Use the delete-system-property subcommand in remote mode to delete system properties.

1. Ensure that the server is running. Remote subcommands require a running server.
2. List the existing system properties by using the list-system-properties subcommand.
3. Delete the system property by using the delete-system-property subcommand.

4. If necessary, notify users that the system property has been deleted.
Example 2-17 Deleting a System Property

This example deletes a system property named http-listener-port from localhost.

asadmin> delete-system-property http-listener-port
Command delete-system-property executed successfully.

See Also

You can also view the full syntax and options of the subcommand by typing asadmin help delete-
system-property at the command line.
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Using Configuration Modularity

With configuration modularity in Eclipse GlassFish, new modules can be added to Eclipse GlassFish
distributions without modifying the global domain.xml configuration file. Default configuration data
for modules is stored in the modules themselves, rather than in domain.xml, and loaded when
needed.

Module configuration elements are stored in domain.xml only when the default configuration
included in the module is changed or when module configuration elements are added to domain.xml
using the create-module-config subcommand. The delete-module-config subcommand removes
module configuration elements from domain.xml, and the get-active-module-config subcommand
displays the current active configuration of a module.

To Add the Default Configuration of a Module to domain.xml

Use the create-module-config subcommand to add the default configuration of a module to
domain.xml.

1. Ensure that the server is running. Remote subcommands require a running server.

2. Add the default configuration of a module to domain.xml by using the create-module-config
subcommand.

Example 2-18 Adding Module Configuration to domain.xml

This example adds the default configuration of the web container module to domain1 in server-
config (the default configuration). Use the --dryrun option to preview the configuration before it is
added.

asadmin> create-module-config web-container
Command create-module-config executed successfully.

See Also

You can also view the full syntax and options of the subcommand by typing asadmin help create-
module-config at the command line.

To Remove the Configuration of a Module From domain.xml

Use the delete-module-config subcommand to remove the configuration of a module from
domain.xml and cause the module to use the default configuration included in the module.

1. Ensure that the server is running. Remote subcommands require a running server.

2. Remove the configuration of a module from domain.xml by using the delete-module-config
subcommand.
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Example 2-19 Removing Module Configuration From domain.xml
This example deletes the configuration of the web container module from domain1 in server-config

(the default configuration).

asadmin> delete-module-config web-container
Command delete-module-config executed successfully.

See Also

You can also view the full syntax and options of the subcommand by typing asadmin help delete-
module-config at the command line.

To Display the Current Active Configuration of a Module

Use the get-active-module-config subcommand to display the current active configuration of a
module.

1. Ensure that the server is running. Remote subcommands require a running server.

2. Display the current active configuration of a module by using the get-active-module-config
subcommand.

Example 2-20 Displaying the Current Active Configuration of a Module
This example displays the current active configuration of the JMS service in server-config (the

default configuration).

asadmin> get-active-module-config jms-service

At location: domain/configs/config[server-config]

<jms-service default-jms-host="default_JMS_host" type="EMBEDDED"
<jms-host port="7676" host="1localhost" name="default_JMS_host"/>

</jms-service>

Command get-active-module-config executed successfully.

See Also

You can also view the full syntax and options of the subcommand by typing asadmin help get-
active-module-config at the command line.

Administering Resources

This section contains instructions for integrating resources into the Eclipse GlassFish environment.
Information about administering specific resources, such as JDBC, is contained in other chapters.

To Add Resources From an XML File

Use the add-resources subcommand in remote mode to create the resources named in the specified

40


https://glassfish.org/docs/latest/reference-manual.pdf#create-jdbc-resource

XML file. The following resources are supported: JDBC connection pool and resource, JMS, JNDI,
and Jakarta Mail resources, custom resource, connector resource and work security map, admin
object, and resource adapter configuration.

The XML file must reside in the domain-dir/config directory. If you specify a relative path or simply
provide the name of the XML file, this subcommand will prepend domain-dir/config to this
operand.

1. Ensure that the server is running. Remote subcommands require a running server.

2. Add resources from an XML file by using the add-resources subcommand.
Information about properties for the subcommand is included in this help page.
3. Restart Eclipse GlassFish.
See To Restart a Domain.
Example 2-21 Adding Resources

This example creates resources using the contents of the resource.xml file on localhost.

asadmin> add-resources c:\tmp\resource.xml

Command : JDBC resource jdbc1 created successfully.
Command : JDBC connection pool poolA created successfully.
Command add-resources executed successfully.

See Also

You can also view the full syntax and options of the subcommand by typing asadmin help add-
resources at the command line.

Listing Various System Elements

The following topics are addressed here:

* To Display the Eclipse GlassFish Version
» To List Applications

* To List Containers

* To List Modules

* To List Subcommands

» To List Timers

* To Show Component Status

To Display the Eclipse GlassFish Version

Use the version subcommand in remote mode to display information about the Eclipse GlassFish
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version for a particular server. If the subcommand cannot communicate with the server by using
the specified login (user/password) and target (host/port) information, then the local version is
displayed along with a warning message.

1. Ensure that the server is running. Remote subcommands require a running server.

2. Display the version by using the version subcommand.
Example 2-22 Displaying Version Information

This example displays the version of Eclipse GlassFish on the local host.

asadmin> version
Version = Eclipse GlassFish 7.0.0 (build 19)
Command version executed successfully.

See Also

You can also view the full syntax and options of the subcommand by typing asadmin help version at
the command line.

To List Applications

Use the list-applications subcommand in remote mode to list the deployed Java applications. If the
--type option is not specified, all applications are listed.

1. Ensure that the server is running. Remote subcommands require a running server.

2. List applications by using the list-applications subcommand.
Example 2-23 Listing Applications

This example lists the web applications on localhost.

asadmin> list-applications --type web
hellojsp <web>
Command list-applications executed successfully.

See Also

You can also view the full syntax and options of the subcommand by typing asadmin help list-
applications at the command line.

To List Containers
Use the list-containers subcommand in remote mode to list application containers.

1. Ensure that the server is running. Remote subcommands require a running server.

2. List containers by using the list-containers subcommand.
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Example 2-24 Listing Containers

This example lists the containers on localhost.

asadmin> list-containers

List all known application containers
Container : grizzly

Container : ejb

Container : webservices

Container : ear

Container : appclient

Container : connector

Container : jpa

Container : web

Container : security

Container : webbeans

Command list-containers executed successfully.

See Also

You can also view the full syntax and options of the subcommand by typing asadmin help list-
containers at the command line.

To List Modules

Use the list-modules subcommand in remote mode to list the modules that are accessible to the
Eclipse GlassFish module subsystem. The status of each module is included. Possible statuses
include NEW and READY.

1. Ensure that the server is running. Remote subcommands require a running server.

2. List modules by using the 1ist-modules subcommand.
Example 2-25 Listing Modules

This example lists the accessible modules.
asadmin> list-modules
Information similar to the following is displayed (partial output):

List Of Modules
Module : org.glassfish.web.jstl-connector:10.0.0.b28

properties=(visibility=public,State=READY,Sticky=true)

Module Characteristics : List of Jars implementing the module

Jar : file:/C:/Preview/v3_Preview_release/distributions/web/target/glass

fish/modules/web/jst1-connector.jar

Module Characteristics : List of imported modules

Module Characteristics : Provides to following services

43


https://glassfish.org/docs/latest/reference-manual.pdf#list-modules

Module : org.glassfish.admingui.console-common:10.0.0.b28
properties=(visibility=public,State=NEW,Sticky=true)

Module : org.glassfish.admin.launcher:10.0.0.b28
properties=(visibility=public,State=NEW,Sticky=true)

Module : org.glassfish.external.commons-codec-repackaged:10.0.0.b28
properties=(visibility=public,State=NEW,Sticky=true)

Module : com.sun.enterprise.tiger-types-0sgi:0.3.32.Preview-b28
properties=(visibility=public,State=READY,Sticky=true)
Module Characteristics : List of imported modules
Module Characteristics : Provides to following services
Module Characteristics : List of Jars implementing the module

Jar : file:/C:/Preview/v3_Preview_release/distributions/web/target/glass
fish/modules/tiger-types-osgi.jar.

Command list-modules executed successfully.

See Also

You can also view the full syntax and options of the subcommand by typing asadmin help Tlist-
modules at the command line.

To List Subcommands

Use the 1ist-commands subcommand in remote mode to list the deployed asadmin subcommands. You
can specify that only remote subcommands or only local subcommands are listed. By default, this
subcommand displays a list of local subcommands followed by a list of remote subcommands.

1. Ensure that the server is running. Remote subcommands require a running server.

2. List subcommands by using the 1ist-commands subcommand.
Example 2-26 Listing Subcommands

This example lists only local subcommands.

asadmin> list-commands --localonly
create-domain

delete-domain

list-commands

list-domains

login

monitor

start-database

start-domain

stop-domain

stop-database

version

Command 1list-commands executed successfully.

See Also
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You can also view the full syntax and options of the subcommand by typing asadmin help Tlist-
commands at the command line.

To List Timers

The timer service is a persistent and transactional notification service that is provided by the
enterprise bean container and is used to schedule notifications or events used by enterprise beans.
All enterprise beans except stateful session beans can receive notifications from the timer service.
Persistent timers set by the service are not destroyed when the server is shut down or restarted.

Use the list-timers subcommand in remote mode to list the persistent timers owned by a specific
server instance. You can use this information to decide whether to do a timer migration, or to verify
that a migration has been completed successfully.

1. Ensure that the server is running. Remote subcommands require a running server.

2. List timers by using the list-timers subcommand.
Example 2-27 Listing Timers

This example lists the timers in a particular standalone server instance. There is one currently
active timer set.

asadmin> list-timers server
1
The list-timers command was executed successfully.

To Show Component Status

Use the show-component-status subcommand in remote mode to get the status (either enabled or
disabled) of the specified deployed component.

1. Ensure that the server is running. Remote subcommands require a running server.

2. Show component status by using the show-component-status subcommand.
Example 2-28 Showing Status of a Component

This example shows the status of the MEjbApp component.

asadmin> show-component-status MEjbApp
Status of MEjbApp is enabled
Command show-component-status executed successfully.

Using REST Interfaces to Administer Eclipse GlassFish

Eclipse GlassFish provides representational state transfer (REST) interfaces to enable you to access
monitoring and configuration data for Eclipse GlassFish, including data that is provided by newly
installed add-on components.
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You can access the Eclipse GlassFish REST interfaces through client applications such as:

* Web browsers

* cURL

* GNU Wget
You can also use the Eclipse GlassFish REST interfaces in REST client applications that are
developed in languages such as:

* JavaScript

* Ruby

* Perl

* Java

e JavaFX
The implementation of the Eclipse GlassFish REST interfaces is based on project Jersey. Project
Jersey is the reference implementation of Java Specification Request (JSR) 311: JAX-RS: The Java API
for RESTful Web Services. Information about JSR 311 is also available from the JSR 311 project

home page . Information about Jakarta RESTful Web Services is here: https://jakarta.ee/
specifications/restful-ws/

The following topics are addressed here:

» Using REST URLs to Administer Eclipse GlassFish

» Using REST Resource Methods to Administer Eclipse GlassFish

* Resources for asadmin Subcommands That Perform Non-CRUD Operations
» Securing Eclipse GlassFish REST Interfaces

* Formats for Resource Representation of Configuration Objects

» Formats for Resource Representation of Monitoring Objects

* Formats for Resource Representation of Log File Details

» Supported Content Types in Requests to REST Resources

Using REST URLs to Administer Eclipse GlassFish

Each object in the configuration and monitoring object trees is represented as a REST resource that
is accessible through an HTTP uniform resource locator (URL). Access to REST resources for Eclipse
GlassFish monitoring and configuration data requires a running DAS.

REST URLs to Resources for Configuration and Monitoring Objects

The formats of the URLs to resources that represent objects in the configuration and monitoring
object trees are as follows:

* Configuration: http:// host: port” /management/domain/ path
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* Monitoring: http:// host: port’/monitoring/domain/ path
The replaceable items in these URLs are as follows:

host
The host where the DAS is running.

port
The HTTP port or HTTPS port for administration.

path

The path to the object. The path is the dotted name of the object in which each dot (.) is replaced
with a slash (/).

The path to a Eclipse GlassFish instance is servers/server/instance-name,
o where instance-name is the name of the instance. For the DAS, instance-name is
server and the path is servers/server/server.

For more information, see the following documentation:

* The dotted-names(5ASC) help page
* How the Monitoring Tree Structure Works
» How Dotted Names Work for Configuration
If the URL to a REST resource for Eclipse GlassFish monitoring or configuration data is opened in a

web browser, the browser displays a web page that contains the following information about the
resource:

* A list of the attributes of the resource and their values. If the resource represents an object in
the configuration tree, these attributes are presented in an HTML form that you can use to
update the resource. Attributes of a resource for an object in the monitoring tree are read only.

« A list of hypertext links to the children of the resource. This list of links enables you to traverse
the tree that contains the resource and to discover the all resources in the tree.

* A list of hypertext links to resources that represent asadmin subcommands for non-CRUD
operations on the resource.

The following figure shows the web page for the REST resource for managing a domain.

Figure 2-1 Web Page for the REST Resource for Managing a Domain
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D http //localhost:4848/management/domain/nodes/node/sj01

GlassFish REST Interface

Node Attributes

installDir: |fexpcrh’g|assﬁsh3
nodeDir: |

nodeHost: |sj01.example.com
type: |SSH

Update |

Child Resources

application-ref
resource-ref

ssh-connector

Commands

ping-node-ssh
update-node-ssh
update-node-config

REST URLs for Accessing the Log File

The server.log file of the DAS is represented as a child that is named view-1log of the resource for
managing the domain. A child of the resource for the server.log file represents the log file details

The formats of the URLs to resources that represent the log file are as follows:

» Log file: http://host:port/management/domain/view-1log

* Log file details: http://host:port/monitoring/domain/view-log/details
The replaceable items in these URLs are as follows:

host
The host where the DAS is running.

port
The HTTP port or HTTPS port for administration.

You can use the optional start parameter in the URL to the resource for the log file to specify the
number of characters at the start of the file to skip. For example, to skip 10,000 characters, specify
the URL as http://localhost:4848/management/domain/view-log?start=10000. This example assumes
that the DAS is running on the local host and uses the default port for administration.
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The resource for the log file returns the HTTP header "X-Text-Append-Next", which contains the
entire URL to pass to the GET method to return the changes since the last call. You can use this
header in client applications to get all log entries that were added in particular interval. For
example, by testing the value of the "X-Text-Append-Next" header in a client thread every 10
seconds, you can monitor the log entries that were added in the last 10 seconds.

Using REST Resource Methods to Administer Eclipse GlassFish

The Eclipse GlassFish REST interfaces support methods for accessing objects in the monitoring and
configuration object trees.

The following table shows the REST methods for administering monitoring and configuration data
and the tasks that you can perform with each method. These methods are HTTP 1.1 primitives. For
the detailed specification of these primitives, see Hypertext Transfer Protocol —HTTP/1.1.

Table 2-1 REST Resource Methods for Administering Monitoring and Configuration Data

Task REST Method

Determine the methods and method parameters that an object in the GET
tree supports

Retrieve data for an object in the tree GET
Add an object to the tree POST
Update an object in the tree POST
Delete an object from the tree DELETE

REST requests that add, update, or delete objects must specify the X-Requested-By
header with the value GlassFish REST HTML interface.

o The GET method determines the methods and method parameters that an object in
the tree supports and provides additional information about the object. For details,
see To Retrieve Data for an Object in the Tree.

To Determine the Methods and Method Parameters That an Object in the Tree Supports

The methods and method parameters that an object in the tree supports depend on the REST
resource that represents the object:

* REST resources for monitoring support only the GET method.

* All REST resources for configuration support the GET method. However, only some REST
resources for configuration also support the POST method and the DELETE method.

Before performing any operations on an object in the tree, determine the methods and method
parameters that the object supports.

You can specify the format in which this information is presented. For more information, see
Formats for Resource Representation of Configuration Objects.
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Each POST method and DELETE method that a REST resource supports has an
equivalent asadmin subcommand. The parameters of a POST method or a DELETE

o method correspond to the options of the method’s equivalent asadmin
subcommand. For information about the options of asadmin subcommand, see the
Eclipse GlassFish Reference Manual.

1. Ensure that the server is running.
Operations on REST resources for Eclipse GlassFish data require a running server.
2. Use the GET method on the REST resource that represents the object.

The GET method returns the list of methods that the resource supports. For each method, the list
of acceptable message parameters or the list of acceptable query parameters are returned.

Example 2-29 Determining the Methods and Method Parameters That an Object in the Tree
Supports

This example uses the cURL utility to determine the methods and method parameters that the
resource for the node sj01 supports. The example uses the following options of the cURL utility:

» -X to specify that the GET method is used

* -Hto specify that the resource is represented in JavaScript Object Notation (JSON)

In this example, the DAS is running on the local host and the HTTP port for administration is 4848.
The resource supports the GET method and the POST method.

Line breaks and white space are added to enhance readability.

curl -X GET -H "Accept: application/json"
http://localhost:4848/management/domain/nodes/node/sj01
{
"command": "Node",
"exit_code":"SUCCESS",
"extraProperties”:{
"commands": [

{"path":"_delete-node","command":"delete-node", "method":"DELETE"},

{"path":"_update-node","command":"_update-node", "method":"POST"},

{"path":"ping-node-ssh","command":"ping-node-ssh", "method": "GET"},

{"path":"update-node-ssh", "command": "update-node-ssh", "method":"POST"},

{"path":"update-node-config","command":"update-node-config", "method":"P0OST"}],

"methods": [

{"name":"GET"},

{"name":"POST", "messageParameters":{
"installDir":{"optional":"true","type":"string", "key":"false"},
"nodeDir":{"optional":"true","type":"string","key":"false"},
"nodeHost":{"optional":"true","type":"string", "key":"false"},
"type":{"optional":"true","type":"string", "key":"false"}

}
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1,
"entity":{
"installDir":"\/export\/glassfish8",
"name":"sj01",
"nodeDir":null,
"nodeHost":
"sj01.example.com",
"type":"SSH"
I

"childResources":{
"application-ref":
"https:\/\/localhost:4848\/management\/domain\/nodes\/node\/sj@1\/application-
ref",
"resource-ref":
"https:\/\/localhost:4848\/management\/domain\/nodes\/node\/sj@1\/resource-
ref",
"ssh-connector":
"https:\/\/localhost:4848\/management\/domain\/nodes\/node\/sj01\/ssh-
connector”

}
}
}

To Retrieve Data for an Object in the Tree

Retrieving data for an object in the tree obtains the following information about the REST resource
that represents the object:

 Alist of the REST methods that the resource supports
o A list of the attributes of the resource and their values

¢ A list of URLs to the children of the resource

You can specify the format in which this information is presented. For more information, see
Formats for Resource Representation of Configuration Objects.

1. Ensure that the server is running.
Operations on REST resources for Eclipse GlassFish data require a running server.
2. Use the GET method on the REST resource that represents the object.
Example 2-30 Retrieving Data for an Object in the Tree

This example uses the cURL utility to retrieve data for the resource for a the node sj@1. The
example uses the following options of the cURL utility:

* -X to specify that the GET method is used

* -Hto specify that the resource is represented in JavaScript Object Notation (JSON)

In this example, the DAS is running on the local host and the HTTP port for administration is 4848.
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Line breaks and white space are added to enhance readability.

curl -X GET -H "Accept: application/json"
http://localhost:4848/management/domain/nodes/node/sj01
{
"command": "Node",
"exit_code":"SUCCESS",
"extraProperties":{
"commands":[

{"path":"_delete-node","command":"delete-node", "method":"DELETE"},

{"path":"_update-node","command":"_update-node", "method":"POST"},

{"path":"ping-node-ssh","command":"ping-node-ssh", "method":"GET"},

{"path":"update-node-ssh", "command": "update-node-ssh", "method":"POST"},

{"path":"update-node-config", "command": "update-node-config", "method":"POST"}],

"methods": [

{"name":"GET"},

{"name":"POST", "messageParameters":{
"installDir":{"optional":"true","type":"string", "key":"false"},
"nodeDir":{"optional":"true","type":"string","key":"false"},
"nodeHost":{"optional":"true","type":"string", "key":"false"},
"type":{"optional":"true","type":"string", "key":"false"}

}
}

1.
"entity":{
"installDir":"\/export\/glassfish8",
"name":"sj0o1",
"nodeDir":null,
"nodeHost":
"sj01.example.com",
"type":"SSH"
)
"childResources":{
"application-ref":
"https:\/\/localhost:4848\/management\/domain\/nodes\/node\/sj@1\/application-
ref",
"resource-ref":
"https:\/\/localhost:4848\/management\/domain\/nodes\/node\/sj01\/resource-
ref",
"ssh-connector":
"https:\/\/localhost:4848\/management\/domain\/nodes\/node\/sj01\/ssh-
connector"
}
}
}

To Add an Object to the Tree

1. Ensure that the server is running.
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Operations on REST resources for Eclipse GlassFish data require a running server.

2. Determine the acceptable message parameters for the POST method of the resource that
represents the parent of the object.

For information about how to perform this step, see To Determine the Methods and Method
Parameters That an Object in the Tree Supports.

3. Use the POST method on the REST resource that represents the parent of the object that you are
adding.

4. Confirm that the object has been added.

Perform this step on the resource that represents the object that you have just added, not the
parent. For information about how to perform this step, see To Retrieve Data for an Object in
the Tree.

Example 2-31 Adding an Object to the Tree

This example uses the cURL utility to add a JDBC resource object to the tree by creating a REST
resource to represent the JDBC resource.

In this example, the DAS is running on the local host and the HTTP port for administration is 4848.
Line breaks are added to enhance readability.

1. This step determines the acceptable message parameters for the POST method of the resource
jdbc-resource.

curl -X GET -H "Accept: application/json"
http://localhost:4848/management/domain/resources/jdbc-resource
{
"command":"Jdbc-resource",
"exit_code":"SUCCESS",
"extraProperties”:{
"commands":[],
"methods": [
{"name":"GET"},
{"name":"POST", "messageParameters"”:{

"description”:{"acceptableValues":"","optional":"true","type":"string", "defaultValu
ell:llll},

"enabled":{"acceptableValues":"",optional":"true",

rue"},

type":"boolean",defaultValue":"t

"id":{"acceptableValues":"", "optional”:"false", "type":"string","defaultValue":""},

"poolName":{"acceptableValues":

:IIII},

,"optional”:"false", string","defaultValue"

type™:
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"property":{"acceptableValues":"", "optional

"}I

:"true", "type":"string", "defaultValue":

string","defaultValue":

"target":{"acceptableValues":"", "optional":"true

}

, type':

}
}
1,
"childResources":{
"jdbc\/__TimerPool":
"https:\/\/localhost:4848\/management\/domain\/resources\/jdbc-
resource\/jdbc%2F__TimerPool",
"jdbc\/__default":
"https:\/\/localhost:4848\/management\/domain\/resources\/jdbc-
resource\/jdbc%2F__default"
}
}
}

2. This step adds a resource as a child of the jdbc-resource resource. The -d option of the cURL
utility sets the required message parameters as follows:

o idis set to jdbc/myjdbcresource.

o connectionpoolid is set to DerbyPool

curl -X POST -H "X-Requested-By: GlassFish REST HTML interface"
-d id=jdbc/myjdbcresource -d connectionpoolid=DerbyPool
http://localhost:4848/management/domain/resources/jdbc-resource

3. This step confirms that the object has been added by retrieving data for the REST resource that
represents the object.

curl -X GET -H "Accept: application/json"
http://localhost:4848/management/domain/resources/
jdbc-resource/jdbc%2Fmyjdbcresource
{
"command":"Jdbc-resource",
"exit _code":"SUCCESS",
"extraProperties":{
"commands":[],
"methods":[
{"name":"GET"},
{"name":"POST", "messageParameters":{

"description":{"optional™:"true","type":

string”, "key":"false"},

"enabled":{"optional":"true","type":"boolean","defaultValue":"true", "key":"false"},

"jndiName":{"optional":"true","type":"

string", "key":"true"},

"objectType":{"optional":"true","type":"string", "defaultValue": "user", "key":"false"
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"poolName":{"optional":"true","type":"

}
}I

{"name":"DELETE", "messageParameters":{

string","key":"false"}

"target":{"acceptableValues":"","optional":"true","type":"string","defaultValue":""

}
}
}
1,

"childResources":{
"property":
"https:\/\/localhost:4848\/management\/domain\/resources\/jdbc-
resource\/jdbc%2Fmyjdbcresource\/property"

}
}
}

To Update an Object in the Tree

1. Ensure that the server is running. Operations on REST resources for Eclipse GlassFish data
require a running server.

2. Determine the acceptable message parameters for the POST method of the resource that
represents the object. For information about how to perform this step, see To Determine the
Methods and Method Parameters That an Object in the Tree Supports.

3. Use the POST method on the REST resource that represents the object that you are updating.
4. Confirm that the object has been updated. For information about how to perform this step, see
To Retrieve Data for an Object in the Tree.

Example 2-32 Updating an Object in the Tree

This example uses the cURL utility to update a JDBC resource in the tree by modifying the REST
resource that represents the J]DBC resource.

In this example, the DAS is running on the local host and the HTTP port for administration is 4848.
Line breaks are added to enhance readability.

1. This step determines the acceptable message parameters for the POST method of the resource
jdbc-myjdbcresource.

curl -X OPTIONS -H "Accept: application/json"
http://localhost:4848/management/domain/resources/
jdbc-resource/jdbc-myjdbcresource

{

"command":"Jdbc-resource",
"exit_code":"SUCCESS",
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"extraProperties":{
"commands":[],
"methods":[
{"name":"GET"},
{"name":"POST", "messageParameters":{

"description":{"optional™:"true","type":

string","key":"false"},

"enabled":{"optional":"true",
"jndiName":{"optional":"true

type":"boolean", "defaultValue":"true", "key":"false"},

, type':

string", "key":"true"},

"objectType":{"optional”:"true","type":

}

string","defaultValue":"user", "key":"false"

"poolName":{"optional":"true","type":
}
},

{"name":"DELETE", "messageParameters":{

string","key":"false"}

"target":{"acceptableValues":"","optional":"true",

}

type":"string","defaultValue":""

}
}
]I

"childResources":{
"property":
"https:\/\/localhost:4848\/management\/domain\/resources\/jdbc-
resource\/jdbc%2Fmyjdbcresource\/property"
}
}
}

2. This step updates the REST resource jdbc-myjdbcresource to disable the JDBC resource that jdbc-
myjdbcresource represents. The -d option of the cURL utility sets the enabled message parameter
to disabled.

curl -X POST -H "X-Requested-By: GlassFish REST HTML interface"
-d "enabled=false" http://localhost:4848/management/domain/resources/
jdbc-resource/jdbc%2Fmyjdbcresource

3. This step confirms that the object has been updated by retrieving data for the REST resource
that represents the object.

curl -X GET -H "Accept: application/json"
http://localhost:4848/management/domain/resources/
jdbc-resource/jdbc%2Fmyjdbcresource
{
"command":"Jdbc-resource",
"exit_code":"SUCCESS",
"extraProperties":{
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"commands":[],
"methods": [
{"name":"GET"},
{"name":"POST", "messageParameters":{

"description”:{"optional":"true"," o

,"type":"string", "key":"false"},

"enabled":{"optional":"true","type":"boolean","defaultValue":"true", "key":"false"},
"jndiName":{"optional":"true","type":"string", "key":"true"},
"objectType":{"optional":"true","type":"string","defaultValue":
"user","key":"false"},
"poolName":{"optional":"true
}
¥

{"name":"DELETE", "messageParameters":{

,"type":"string","key":"false"}

"target":{"acceptableValues":"","optional":"true","type":"string","defaultValue":""
}
}
}
1,
"entity":{
"description":null,
"enabled":"false",

"jndiName":"jdbc\/myjdbcresource",

"objectType":
"user",
"poolName": "DerbyPool"
1
"childResources":{
"property":
"https:\/\/localhost:4848\/management\/domain\/resources\/jdbc-resource\/
jdbc%2Fmyjdberesource\/property"
}
}
}

To Delete an Object From the Tree

1. Ensure that the server is running.
Operations on REST resources for Eclipse GlassFish data require a running server.
2. Confirm that the object can be deleted.

For information about how to perform this step, see To Determine the Methods and Method
Parameters That an Object in the Tree Supports.

3. Confirm that the object has been deleted.
Perform this step on the resource that represents the parent of the object that you have just

deleted. For information about how to perform this step, see To Retrieve Data for an Object in
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the Tree.
Example 2-33 Deleting an Object From the Tree

This example uses the cURL utility to delete a JDBC resource from the tree by deleting the REST
resource that represents the J]DBC resource.

In this example, the DAS is running on the local host and the HTTP port for administration is 4848.
Line breaks and white space are added to enhance readability.

1. This step confirms that the object can be deleted by retrieving the REST methods that the
resource jdbc-myjdbcresource supports.

curl -X GET -H "Accept: application/json"
http://localhost:4848/management/domain/resources/
jdbc-resource/jdbc%2Fmyjdbcresource
{
"command":"Jdbc-resource",
"exit_code":"SUCCESS",
"extraProperties”:{
"commands":[],
"methods": [
{"name":"GET"},
{"name" :"POST", "messageParameters":{

"descriptioﬂ":{"Optional":"true" n n,n

,"type":"string", "key":"false"},

"enabled":{"optional":"true","type":"boolean","defaultValue":"true", "key":"false"},

"jndiName":{"optional":"true", "type":"

string","key":"true"},

"objectType":{"optional":"true","type":

}I

string","defaultValue":"user", "key":"false"

"poolName":{"optional":"true","type":
}
b

{"name":"DELETE", "messageParameters":{

string","key":"false"}

"target":{"acceptableValues":"","optional":"true","type":"string","defaultValue":""
¥
}
}
1,
"childResources":{

"property":
"https:\/\/localhost:4848\/management\/domain\/resources\/jdbc-resource\/
jdbc%2Fmyjdbcresource\/property”

}
}
}
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2. This step deletes the jdbc/myjdbcresource resource.

curl -X DELETE -H "X-Requested-By: GlassFish REST HTML interface"
http://localhost:4848/management/domain/resources/
jdbc-resource/jdbc%2Fmyjdbcresource

3. This step confirms that the object has been deleted by retrieving data for the REST resource that
represents the parent of the object.

curl -X GET -H "Accept: application/json"
http://localhost:4848/management/domain/resources/jdbc-resource
{
"command":"Jdbc-resource",
"exit _code":"SUCCESS",
"extraProperties”:{
"commands":[],
"methods":[
{"name":"GET"},
{"name":"POST", "messageParameters"”:{

"description":{"acceptableValues":"","optional":"true","type":"string", "defaultValu

e":""}l

"enabled":{"acceptableValues": true","type":"boolean",defaultValue":"t

rue"},

,optional”:

"id":{"acceptableValues":"","optional":"false", "type":"string","defaultValue":""},

,"optional”:"false", "type":

"poolName":{"acceptableValues": string", "defaultValue"

:““}I

n,nnm n 1" Ml nn nm,n

"property":{"acceptableValues":"","optiona true","type":"string","defaultValue":

ll}’

"target":{"acceptableValues":"","optional":"true", string","defaultValue":

}

type™:

}
}
1,
"childResources":{
"jdbc\/__TimerPool":
"https:\/\/localhost:4848\/management\/domain\/resources\/jdbc-
resource\/jdbc%2F__TimerPool",
"jdbc\/__default":
"https:\/\/localhost:4848\/management\/domain\/resources\/jdbc-
resource\/jdbc%2F__default"
}
}
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Resources for asadmin Subcommands That Perform Non-CRUD Operations

The Eclipse GlassFish REST interfaces also support operations other than create, read, update, and
delete (CRUD) operations, for example:

* State management

* Queries

» Application deployment
These operations are supported through REST resources that represent the asadmin subcommands

for performing these operations. Each resource is a child of the resource on which the operation is
performed. The child resources do not represent objects in the configuration object tree.

For example, the resource that represents a node provides child resources for the following asadmin
subcommands that perform non-CRUD operations on the node:

* ping-node-ssh
* update-node-config

» update-node-ssh

Securing Eclipse GlassFish REST Interfaces

The Eclipse GlassFish REST interfaces support the following authentication schemes for securing
the REST interfaces:

e Basic authentication over a secure connection

» Authentication by using session tokens

When security is enabled, you must specify https as the protocol in the URLs to REST resources and
provide a user name and password.

Setting Up Basic Authentication Over a Secure Connection

Setting up basic authentication over a secure connection to secure Eclipse GlassFish REST interfaces
involves the following sequence of tasks:

1. Adding an admin-realm user to the asadmin user group

2. Enabling Secure Sockets Layer (SSL)

For information about how to perform these tasks from the command line, see the following
documentation:

* "To Create an Authentication Realm" in Eclipse GlassFish Security Guide
* "To Create a File User" in Eclipse GlassFish Security Guide

* To Configure an HTTP Listener for SSL
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For information about how to perform these tasks by using the Administration Console, see the
following topics in the Administration Console online help:
* To Add a User to the Admin Realm

 To Edit SSL Settings for a Protocol

To Secure REST Interfaces by Using Session Tokens

Basic authentication requires a REST client to cache a user’s credentials to enable the client to pass
the credentials with each request. If you require a REST client not to cache credentials, your client
must use session tokens for authentication.

1. Request a session token by wusing the POST method on the resource at
http:// host: port’ /management/sessions . Eclipse GlassFish uses basic authentication to
authenticate the client, generates a session token, and passes the token to the client.

2. In each subsequent request that requires authentication, use the token to authenticate the
client.

a. Create a cookie that is named gfresttoken the value of which is the token.
b. Send the cookie with the request.

¢. When the token is no longer required, retire the token by using the DELETE method on the
resource at http:// host: port’/management/sessions/{tokenvalue} .

e If a client does not explicitly retire a token, the token is retired after 30
minutes of inactivity.

Formats for Resource Representation of Configuration Objects

The Eclipse GlassFish REST interfaces represent resources for configuration objects in the following
formats:

* JSON

« XML

e HTML

Eclipse GlassFish enables you to specify the resource representation through the filename
extension in the URL or through the HTTP header:

» To specify the resource representation through the filename extension in the URL, specify the
appropriate extension as follows:
> For JSON, specify the . json extension.
o For XML, specify the .xml extension.
o For HTML, omit the extension.

* How to specify the resource representation through the HTTP header depends on the client that
you are using to access the resource. For example, if you are using the cURL utility, specify the
resource representation through the -H option as follows:
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o For JSON, specify -H "Accept: application/json".
o For XML, specify -H "Accept: application/xml".
o For HTML, omit the -H option.

JSON Resource Representation for Configuration Objects

The general format for the JSON representation of a resource for a configuration object is as
follows:

{

"command":"resource",

"exit_code":"code",

"extraProperties”:{
"commands": [command-1list],
"methods":[method-list],
"entity":{attributes},
"childResources":{children}

The replaceable items in this format are as follows:

resource

The name of the resource.

code

The result of the attempt to get the resource.

command-list

One or more metadata sets separated by a comma (,) that represent the asadmin subcommands
for performing non—CRUD operations on the resource. For the format of each metadata set, see
JSON Representation of a Command in a Command List.

method-list

One or more metadata sets separated by a comma (,) that represent the methods that the
resource supports. For the format of each metadata set, see JSON Representation of a Method in
a Method List.

attributes

Zero or more name-value pairs separated by a comma (,). Each name-value pair is specified as
““name”: value.

children

Zero or more child resources separated by a comma (,). Each child resource is specified as
"resource-name":"url".
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resource-name

The name of the resource as displayed in client applications that access the parent of the
resource.

url
The URL to the child resource.

JSON Representation of a Command in a Command List

The JSON representation of a command in a command list is as follows:

{
“path":"command-path",
"command":"command-name",
"method":"rest-method"

}

The replaceable items in this format are as follows:

command-path

The relative path to REST resource that represents the command. This path is relative to the URL
of the REST resource that is the parent of the resource that represents the command.

command-name

The name of the command as displayed in client applications that access the resource.

rest-method

The REST resource method that the command invokes when the command is run. The method is
GET, POST, or DELETE.

JSON Representation of a Method in a Method List

The JSON representation of a method in a method list is as follows:

{
"name": "method-name",
"messageParameters":{
message-parameter-list
}
"queryParameters":{
queryparameter- list
}
}

The replaceable items in this format are as follows:

method-name
The name of the method, which is GET, POST, or DELETE.
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message-parameter-list

Zero or more metadata sets separated by a comma (,) that represent the message parameters
that are allowed for the method. For the format of each metadata set, see JSON Representation of
a Message Parameter or a Query Parameter.

query-parameter-list

Zero or more metadata sets separated by a comma (,) that represent the query parameters that
are allowed for the method. For the format of each metadata set, see JSON Representation of a
Message Parameter or a Query Parameter.

JSON Representation of a Message Parameter or a Query Parameter

The JSON representation of a message parameter or a query parameter is as follows:

"parameter-name":{attribute-list}

The replaceable items in this format are as follows:

parameter-name

The name of the parameter.

attribute-list

A comma-separated list of name-value pairs of attributes for the parameter. Each pair is in the
following format:

n,n

"name":"value"

Possible attributes are as follows:

defaultValue

The default value of the parameter.

acceptableValues

The set or range of acceptable values for the parameter.

type
The data type of the parameter, which is one of the following types:
* boolean
e int
* string
optional

Indicates whether the parameter is optional. If true, the parameter is optional. If false, the
parameter is required.
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key

Indicates whether the parameter is key. If true, the parameter is key. If false, the parameter is

not key.

Example JSON Resource Representation for a Configuration Object

This example shows the JSON representation of the resource for the node sj01. In this example, the
DAS is running on the local host and the HTTP port for administration is 4848. The URL to the

resource in this example is http://localhost:4848/management/domain/nodes/node/sj01.

Line breaks and white space are added to enhance readability.

{

"command": "Node",

"exit_code":"SUCCESS",

"extraProperties":{
"commands": [

{"path":"_delete-node","command":"delete-node", "method":"DELETE"},

{"path":"_update-node","command":"_update-node", "method":"POST"},

{"path":"ping-node-ssh","command":"ping-node-ssh", "method":"GET"},

{"path":"update-node-ssh", "command":"update-node-ssh", "method":"POST"},

{"path":"update-node-config", "command":"update-node-config", "method":"POST"}],

"methods": [

{"name":"GET"},

{"name":"POST", "messageParameters":{
"installDir":{"optional":"true","type":"string", "key":"false"},
"nodeDir":{"optional":"true","type":"string","key":"false"},
"nodeHost":{"optional":"true","type":"string", "key":"false"},
"type":{"optional":"true","type":"

}
}

string","key":"false"}

I
"entity":{
"installDir":"\/export\/glassfish8",
"name":"sj01",
"nodeDir":null,
"nodeHost":
"sj01.example.com",
"type":"SSH"
}
"childResources":{
"application-ref":

"https:\/\/1localhost:4848\/management\/domain\/nodes\/node\/sj@1\/application-

ref",
"resource-ref":

"https:\/\/localhost:4848\/management\/domain\/nodes\/node\/sj0@1\/resource-ref

"ssh-connector":
"https:\/\/localhost:4848\/management\/domain\/nodes\/node\/sj01\/ssh-

connector"
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XML Resource Representation for Configuration Objects

The general format for the XML representation of a resource for a configuration object is as
follows:

<map>
<entry key="extraProperties">
<map>
<entry key="methods">
<list>
methods
</list>
</entry>
<entry key="entity">
<map>
attributes
</map>
</entry>
<entry key="commands">
<list>
commands
</list>
</entry>
<entry key="childResources">
<map>
children
</map>
</entry>
</map>
</entry>
<entry key="message"></entry>
<entry key="exit_code" value="code"></entry>
<entry key="command" value="resource"></entry>
</map>

The replaceable items in this format are as follows:

methods

One or more XML elements that represent the methods that the resource supports. For the
format of each element, see XML Representation of a Resource Method.

attributes

Zero or more XML elements that represent the attributes of the resource. Each element specifies
a name-value pair as follows:
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<entry key="name" value="value"></entry>

commands

One or more XML elements that represent the asadmin subcommands for performing non—CRUD
operations on the resource. For the format of each element, see XML Representation of a
Command.

children

Zero or more XML elements that represent the children of the resource. Each element is
specified as follows:

<entry key="resource-name" value="url"></entry>

resource-name

The name of the resource as displayed in client applications that access the parent of the
resource.

url
The URL to the child resource.

code

The result of the attempt to get the resource.

resource

The name of the resource.

XML Representation of a Resource Method

The XML representation of a method in a method list is as follows:

<map>
<entry key="name" value="method-name"></entry>
<entry key="messageParameters">
message-parameter-list
</entry>
<entry key="queryParameters">
message-parameter-Tlist
</entry>
</map>

The replaceable items in this format are as follows:

method-name
The name of the method, which is GET, POST, or DELETE.
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message-parameter-list

Zero or more XML elements that represent the message parameters that are allowed for the
method. For the format of each element, see XML Representation of a Message Parameter or a
Query Parameter.

query-parameter-list

Zero or more XML elements that represent the query parameters that are allowed for the
method. For the format of each element, see XML Representation of a Message Parameter or a
Query Parameter.

XML Representation of a Command

The XML representation of a command is as follows:

<map>

<entry key="command" value="command-name"></entry>
<entry key="path" value="command-path"></entry>
<entry key="method" value="rest-method"></entry>
</map>

The replaceable items in this format are as follows:

command-name

The name of the command as displayed in client applications that access the resource.

command-path

The relative path to REST resource that represents the command. This path is relative to the URL
of the REST resource that is the parent of the resource that represents the command.

rest-method

The REST resource method that the command invokes when the command is run. The method is
GET, POST, or DELETE.

XML Representation of a Message Parameter or a Query Parameter

The XML representation of a message parameter or a query parameter is as follows:

<map>

<entry key="parameter-name">
<map>
attributes
</map>

</entry>

</map>

The replaceable items in this format are as follows:
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parameter-name

The name of the parameter.

attributes

One or more XML elements that represent the attributes for the parameter. Each element
specifies a name-value pair as follows:

<entry key="name" value="value"></entry>

Possible attributes are as follows:

defaultValue

The default value of the parameter.

acceptablevalues

The set or range of acceptable values for the parameter.

type
The data type of the parameter, which is one of the following types:
* boolean
* int
* string
optional

Indicates whether the parameter is optional. If true, the parameter is optional. If false, the
parameter is required.

key

Indicates whether the parameter is key. If true, the parameter is key. If false, the parameter is
not key.

Example XML Resource Representation

This example shows the XML representation of the resource for the node sj01. In this example, the
DAS is running on the local host and the HTTP port for administration is 4848. The URL to the
resource in this example is http://localhost:4848/management/domain/nodes/node/sj01.

Line breaks and white space are added to enhance readability.

<?xml version="1.0" encoding="UTF-8" standalone="no"?>

<map>
<entry key="extraProperties">
<map>
<entry key="methods">
<list>
<map>

<entry key="name" value="GET"/>
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</map>
<map>
<entry key="name" value="POST"/>
<entry key="messageParameters">
<map>
<entry key="installDir">
<map>
<entry key="optional" value="true"/>
<entry key="type" value="string"/>
<entry key="key" value="false"/>
</map>
</entry>
<entry key="nodeDir">
<map>
<entry key="optional" value="true"/>
<entry key="type" value="string"/>
<entry key="key" value="false"/>
</map>
</entry>
<entry key="type">
<map>
<entry key="optional" value="true"/>
<entry key="type" value="string"/>
<entry key="key" value="false"/>
</map>
</entry>
<entry key="nodeHost">
<map>
<entry key="optional" value="true"/>
<entry key="type" value="string"/>
<entry key="key" value="false"/>
</map>
</entry>
</map>
</entry>
</map>
</list>

</entry>
<entry key="entity">

<map>
<entry key="installDir" value="/export/glassfish8"/>
<entry key="name" value="sj01"/>

<entry key="nodeDir" value=""/>

<entry key="type" value="SSH"/>

<entry key="nodeHost" value="sj@lexample.com"/>
</map>

</entry>
<entry key="commands">

<list>
<map>
<entry key="command" value="delete-node"/>



<entry key="path" value="_delete-node"/>
<entry key="method" value="DELETE"/>
</map>
<map>
<entry key="command" value="_update-node"/>
<entry key="path" value="_update-node"/>
<entry key="method" value="POST"/>
</map>
<map>
<entry key="command" value="ping-node-ssh"/>
<entry key="path" value="ping-node-ssh"/>
<entry key="method" value="GET"/>
</map>
<map>
<entry key="command" value="update-node-ssh"/>
<entry key="path" value="update-node-ssh"/>
<entry key="method" value="POST"/>
</map>
<map>
<entry key="command" value="update-node-config"/>
<entry key="path" value="update-node-config"/>
<entry key="method" value="POST"/>
</map>

</list>

</entry>

<entry key="childResources">

<map>
<entry key="application-ref"
value="https://localhost:4848/management/domain/nodes/node/sj01/application-ref

/>
<entry key="ssh-connector"
value="https://1localhost:4848/management/domain/nodes/node/sj@1/ssh-connector" />
<entry key="resource-ref"
value="https://localhost:4848/management/domain/nodes/node/sj@1/resource-ref"/>
</map>
</entry>
</map>
</entry>

<entry key="message"/>

<entry key="exit_code" value="SUCCESS"/>
<entry key="command" value="Node"/>
</map>

HTML Resource Representation for Configuration Objects

The format for the HTML representation of a resource for a configuration object is a web page that
provides the following information about the resource:

» A list of the attributes of the resource and their values.

* A list of the methods and method parameters that the resource supports. Each method and its
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parameters are presented as a field of the appropriate type in an HTML form.
* A list of hypertext links to the children of the resource.

* A list of hypertext links to resources that represent asadmin subcommands for non-CRUD
operations on the resource.

For a sample web page, see Figure 2-1 Web Page for the REST Resource for Managing a Domain. In
this example, the DAS is running on the local host and the HTTP port for administration is 4848. The
URL to the resource in this example is http://localhost:4848/management/domain/nodes/node/sj01.

Formats for Resource Representation of Monitoring Objects

The Eclipse GlassFish REST interfaces represent resources for monitoring data in the following
formats:

« JSON
« XML
« HTML

JSON Resource Representation for Monitoring Objects

The general format for the JSON representation of a resource for a monitoring object is as follows:

n nn

"message":"",
"command": "Monitoring Data",

"exit_code":"code",

"extraProperties”:{
"entity":{

statistics-list

+
"childResources":{
children

The replaceable items in this format are as follows:

code

The result of the attempt to get the resource.

statistics-list

Zero or more metadata sets separated by a comma (,) that represent the statistics that the
monitoring object provides. For the format of each metadata set, see JSON Representation of a
Statistic in a Statistics List.
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children

Zero or more child resources separated by a comma (,). Each child resource is specified as
"resource-name":"url".

resource-name

The name of the resource as displayed in client applications that access the parent of the
resource.

url
The URL to the child resource.

JSON Representation of a Statistic in a Statistics List

The JSON representation of a counter statistic in a statistics list is as follows:

"statistic":{
"count":count,
"lastsampletime":last-sample-time,
"description”:"description”,
"unit":"unit",

"name":"name",
"starttime":start-time

The JSON representation of a range statistic in a statistics list is as follows:

"statistic":{
"highwatermark":highest-value,
"lowwatermark":lowest-value,
"current":current-value
"lastsampletime":last-sample-time,
"description":"description”,
"unit":"unit",

"name":"name",
"starttime":start-time

The replaceable items in these formats are as follows:

statistic

The name of the statistic.

count

Counter statistics only: The current value of the statistic.

highest-value

Range statistics only: The highest value of the statistic since monitoring of the statistic began.
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lowest-value

Range statistics only: The lowest value of the statistic since monitoring of the statistic began.

current-value

Range statistics only: The lowest value of the statistic since monitoring of the statistic began.

last-sample-time

The time in UNIX time at which the statistic was last sampled.

description

A textual description of what the statistic represents.

unit

The unit of measurement of the statistic, which is one of the following units of measurement:

count

The cumulative value of an attribute that increases with time.

range

The lowest value, highest value, and current value of an attribute that can increase or
decrease with time.

boundedrange

The lowest value, highest value, and current value of an attribute that can increase or
decrease with time and has fixed limits.

string
A string that represents an attribute value. A string statistic is similar to a count, except that
the values are not ordered. Typically, a string statistic represents the state of an object, for
example, CONNECTED, CLOSED, or DISCONNECTED.
time
Values of an attribute that provide the following timing measurements for an operation:
* The number of times the operation was performed.
* The maximum amount of time to perform the operation once.

* The minimum amount of time to perform the operation once.

The total amount of time that has been spent performing the operation.

* The average amount of time to perform the operation.

name

The name of the statistic as displayed in client applications that access the resource that contains
the statistic.

start-time
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Example JSON Resource Representation for a Monitoring Object

This example shows the JSON representation of the monitoring object that provides class loader
statistics for the virtual machine for the Java platform. In this example, the DAS is running on the
local host and the HTTP port for administration is 4848. The URL to the resource in this example is
http://localhost:4848/monitoring/domain/server/jvm/class-loading-system.

Line breaks and white space are added to enhance readability.

"message":"",
"command": "Monitoring Data",
"exit_code":"SUCCESS",
"extraProperties”:{
"entity":{
"loadedclass-count":{
"count":8521,
"lastsampletime":1300726961018,
"description”:"Number of classes currently loaded in the Java virtual
machine",
"unit":"count",
"name":"LoadedClassCount",
"starttime":1300483924126
I,
"totalloadedclass-count":{
"count":8682,
"lastsampletime":1300726961018,
"description":"Total number of classes that have been loaded since the
Java virtual machine has started execution",
"unit":"count",
"name":"TotalloadedClassCount",
"starttime":1300483924127
H
"unloadedclass-count":{
"count":161,
"lastsampletime":1300726961018,
"description":"Total number of classes unloaded since the Java virtual
machine has started execution",
"unit":"count",
"name": "UnLoadedClassCount",
"starttime":1300483924127
}
},"childResources":{}
}

}

XML Resource Representation for Monitoring Objects

The general format for the XML representation of a resource for a monitoring object is as follows:
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<?xml version="1.0" encoding="UTF-8"?>
<map>
<entry key="extraProperties">
<map>
<entry key="entity">
<map>
statistics
</map>
</entry>
<entry key="childResources">
<map>
children
</map>
</entry>
</map>
</entry>
<entry key="message" value=""></entry>
<entry key="exit_code" value="code"></entry>
<entry key="command" value="Monitoring Data"></entry>
</map>

The replaceable items in this format are as follows:

statistics

Zero or more XML elements that represent the statistics that the monitoring object provides. For
the format of each element, see XML Representation of a Statistic.

children

Zero or more XML elements that represent the children of the resource. Each element is
specified as follows:

<entry key="resource-name" value="url"></entry>

resource-name

The name of the resource as displayed in client applications that access the parent of the
resource.

url
The URL to the child resource.

code

The result of the attempt to get the resource.

XML Representation of a Statistic

The XML representation of a counter statistic is as follows:
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<entry key="statistic">

<map>

<entry key="unit" value="unit"></entry>

<entry key="starttime">
<number>start-time</number>
</entry>
<entry key="count">
<number>count</number>
</entry>
<entry key="description" value="description"></entry>
<entry key="name" value="name"></entry>
<entry key="lastsampletime">
<number>last-sample-time</number>
</entry>
</map>

</entry>

The XML representation of a range statistic is as follows:

<entry key="statistic">

<map>

<entry key="unit" value="unit"></entry>

<entry key="starttime">
<number>start-time</number>
</entry>
<entry key="highwatermark">
<number>highest-value</number>
</entry>
<entry key="lowwatermark">
<number>lowest-value</number>
</entry>
<entry key="current">
<number>current-value</number>
</entry>
<entry key="description" value="description"></entry>
<entry key="name" value="name"></entry>
<entry key="lastsampletime">
<number>last-sample-time</number>
</entry>
</map>

</entry>

The replaceable items in these formats are as follows:

statistic

The name of the statistic.
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unit

The unit of measurement of the statistic, which is one of the following units of measurement:

count

The cumulative value of an attribute that increases with time.

range

The lowest value, highest value, and current value of an attribute that can increase or
decrease with time.

boundedrange

The lowest value, highest value, and current value of an attribute that can increase or
decrease with time and has fixed limits.

string
A string that represents an attribute value. A string statistic is similar to a count, except that
the values are not ordered. Typically, a string statistic represents the state of an object, for
example, CONNECTED, CLOSED, or DISCONNECTED.
time
Values of an attribute that provide the following timing measurements for an operation:
* The number of times the operation was performed.
* The maximum amount of time to perform the operation once.
* The minimum amount of time to perform the operation once.
* The total amount of time that has been spent performing the operation.
* The average amount of time to perform the operation.

start-time

The in time in UNIX time at which monitoring of the statistic began.

count

Counter statistics only: The current value of the statistic.

highest-value

Range statistics only: The highest value of the statistic since monitoring of the statistic began.

lowest-value

Range statistics only: The lowest value of the statistic since monitoring of the statistic began.

current-value

Range statistics only: The lowest value of the statistic since monitoring of the statistic began.

description

A textual description of what the statistic represents.
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name

The name of the statistic as displayed in client applications that access the resource that contains
the statistic.

last-sample-time
The time in UNIX time at which the statistic was last sampled.
Example XML Resource Representation for a Monitoring Object

This example shows the XML representation of the monitoring object that provides class loader
statistics for the virtual machine for the Java platform. In this example, the DAS is running on the
local host and the HTTP port for administration is 4848. The URL to the resource in this example is
http://localhost:4848/monitoring/domain/server/jvm/class-loading-system.

Line breaks and white space are added to enhance readability.

<?xml version="1.0" encoding="UTF-8" standalone="no"?>

<map>
<entry key="extraProperties">
<map>
<entry key="entity">
<map>
<entry key="unloadedclass-count">
<map>
<entry key="unit" value="count"/>
<entry key="starttime">
<number>1300483924127</number>
</entry><entry key="count">
<number>161</number>
</entry>
<entry key="description" value="Total number of classes unloaded since
the Java virtual machine has started execution"/>
<entry key="name" value="UnLoadedClassCount"/>
<entry key="lastsampletime">
<number>1300726989505</number>
</entry>
</map>
</entry>
<entry key="totalloadedclass-count">
<map>

<entry key="unit" value="count"/>
<entry key="starttime">
<number>1300483924127</number>

</entry>

<entry key="count">
number>8682</number>

</entry>

<entry key="description" value="Total number of classes that have been
loaded since the Java virtual machine has started execution"/>
<entry key="name" value="TotallLoadedClassCount"/>
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<entry key="lastsampletime">
<number>1300726989505</number>
</entry>
</map>
</entry>
<entry key="loadedclass-count">
<map>
<entry key="unit" value="count"/>
<entry key="starttime">
<number>1300483924126</number>
</entry><entry key="count">
<number>8521</number>
</entry>
<entry key="description" value="Number of classes currently loaded in
the Java virtual machine"/>
<entry key="name" value="LoadedClassCount"/>
<entry key="lastsampletime">
<number>1300726989505</number>
</entry>
</map>
</entry>
</map>
</entry>
<entry key="childResources">
<map/>
</entry>
</map>
</entry>
<entry key="message" value=""/>
<entry key="exit_code" value="SUCCESS"/>
<entry key="command" value="Monitoring Data"/>
</map>

HTML Resource Representation for Monitoring Objects

The format for the HTML representation of a resource for a monitoring object is a web page that
provides the following information about the resource:

* Alist of the statistics that the resource provides.

* A list of hypertext links to the children of the resource.

The following figure shows the web page for the REST resource that provides class loader statistics
for the virtual machine for the Java platform.

Figure 2-2 Web Page for the REST Resource That Provides Class Loader Statistics
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GlassFish REST Interface

* |padedclass-count

=]

o000

=]

count : 9787

lastsampletime : 1300741760533

description : Mumber of classes currently loaded in the Java virtual machine
unit - count

name : LoadedClassCount

starttime : 1300483924126

* i{otalloadedclass-count

=]
=]
=]

=]
=]
=]

count : 9972

lastsampletime : 1300741760533

description : Total number of classes that have been loaded since the Java virtual
machine has started execution

unit : count

name : TotalLoadedClassCount

starttime : 1300483924127

* Unloadedclass-count

=]
=]
=]

count: 185

lastsampletime : 1300741760533

description : Total number of classes unloaded since the Java virtual machine has started
execution

unit : count

name : UnLoadedClassCount

starttime : 1300483924127

Formats for Resource Representation of Log File Details

The Eclipse GlassFish REST interfaces represent resources for log file details in the following

formats:

« JSON
« XML

JSON Resource Representation for Log File Details

The general format for the JSON representation of a resource for log file details is as follows:

{

"records": [
record-list

The replaceable item in this format is the record-list, which is one or more metadata sets separated
by a comma (,) that represent the log records in the log file. For the format of each metadata set,
see JSON Representation of a Log Record in a Record List.
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JSON Representation of a Log Record in a Record List

The JSON representation of a log record in a record list is as follows:

"recordNumber":record-number,
"loggedDateTimeInMS":1ogged-date,

"loggedLevel":"log-level",

"productName":"product-name",

"loggerName":"logger-name",
"nameValuePairs":" ThreadID=thread-id; ThreadName=thread-name;",
"messageID": "message-id",

"Message": "message-text"

The replaceable items in this format are as follows:

record-number

A serial number in the form of a decimal integer that uniquely identifies the log record.

logged-date

time when the record was created - a number of milliseconds from the epoch of 1970-01-
01700:00:007.

log-level

The severity level of the message in the log record. For more information, see Setting Log Levels.

product-name

The application that created the log message, for example, GlassFish 7.0.

logger-name

The logger name, which is usually a fully qualified name of the Java class owning the logger
class that created the log record. For detailed information how to get names of logger classes
used in Eclipse GlassFish, see Listing Loggers.

thread-id

The numerical identifier of the thread that created the message.

thread-name

The name of the thread that created the message.

message-id

A unique identifier for the message. For messages from Eclipse GlassFish, this identifier consists
of a module code and a numerical value, for example, CORE5004. All SEVERE and WARNING messages
and some INFO messages from Eclipse GlassFish contain a message identifier. For more
information, see the Eclipse GlassFish Error Message Reference.
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message-text

The text of the log message.

Example JSON Resource Representation for Log File Details

This example shows the JSON representation of the resource for log file details. In this example, the
DAS is running on the local host and the HTTP port for administration is 4848. The URL to the

resource in this example is http://localhost:4848/management/domain/view-1log/details.

Line breaks and white space are added to enhance readability.

{
"records": [
{
"recordNumber":475,
"loggedDateTimeInMS":1300743782815,
"loggedLevel™:"INFO",

"productName":"glassfish8",
"loggerName":"org.glassfish.admingui",
"nameValuePairs": " ThreadID=25; ThreadName=Thread-1;",
"messageID":"",

"Message":"Admin Console: Initializing Session Attributes..."

"recordNumber":474,
"loggedDateTimeInMS":1300728893368,
"loggedLevel™:"INFO",

"productName":"glassfish8",
"loggerName":"

jakarta.enterprise.system.core.com.sun.enterprise.v3.admin.adapter"”,
"nameValuePairs":" ThreadID=238; ThreadName=Thread-1;",
"messageID":"",

"Message":"The Admin Console application is loaded."

b

{
"recordNumber":473,
"loggedDateTimeInMS":1300728893367,
"loggedLevel™:"INFO",

"productName":"glassfish8",
"loggerName":"jakarta.enterprise.system.core.com.sun.enterprise.v3.server",
"nameValuePairs":" ThreadID=238; ThreadName=Thread-1;",
"messageID":"CORE10010",

"Message":" Loading application __admingui done in 40,063 ms"
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XML Resource Representation for Log File Details

The general format for the XML representation of a resource for log file details is as follows:

<records>
records
</records>

The replaceable item in this format is the records, which is one or more XML elements that
represent the log records in the log file. For the format of each element, see XML Representation of
a Log Record.

XML Representation of a Log Record

The XML representation of a log record is as follows:

<record loggedDateTimeInMS="1ogged-date" loggedLevel="1log-level"
loggerName="1ogger-class-name" messagelD="message-id"
nameValuePairs="_ThreadID=thread-id;_thread-name;" productName="product-name"
recordNumber="record-number" />

The replaceable items in this format are as follows:

logged-date

time when the record was created - a number of milliseconds from the epoch of 1970-01-
01700:00:007.

log-level

The severity level of the message in the log record. For more information, see Setting Log Levels.

logger-class-name

The fully qualified name of the Java class of the logger class that created the log message. Each
component of Eclipse GlassFish provides its own logger class. For detailed information about the
names of logger classes in Eclipse GlassFish, see Listing Loggers.

message-id
A unique identifier for the message. For messages from Eclipse GlassFish, this identifier consists
of a module code and a numerical value, for example, CORE5004. All SEVERE and WARNING messages
and some INFO messages from Eclipse GlassFish contain a message identifier. For more
information, see the Eclipse GlassFish Error Message Reference.

thread-id

The numerical identifier of the thread that created the message.

thread-name

The name of the thread that created the message.
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product-name

The application that created the log message, for example, GlassFish 7.0.

record-number

A serial number in the form of a decimal integer that uniquely identifies the log record.

Example XML Resource Representation for Log File Details

This example shows the XML representation of the resource for log file details. In this example, the
DAS is running on the local host and the HTTP port for administration is 4848. The URL to the
resource in this example is http://localhost:4848/management/domain/view-1log/details.

Line breaks and white space are added to enhance readability.

<records>

<record loggedDateTimeInMS="1300743782815" loggedLevel="INFQ"
loggerName="org.glassfish.admingui" messageID=""
nameValuePairs="_ThreadID=25; ThreadName=Thread-1;"
productName="glassfish8" recordNumber="475"/>

<record loggedDateTimeInMS="1300728893368" loggedLevel="INFO"
loggerName="jakarta.enterprise.system.core.com.sun.enterprise.v3.admin.adapter"
messageID="" nameValuePairs="_ThreadID=238; _ThreadName=Thread-1;"
productName="glassfish8" recordNumber="474"/>

<record loggedDateTimeInMS="1300728893367" loggedlLevel="INFQ"
loggerName="jakarta.enterprise.system.core.com.sun.enterprise.v3.server"
messageid="core10010" nameValuePairs="_ThreadID=238; _ThreadName=Thread-1;"
productName="glassfish8" recordNumber="473"/>

</records>

Supported Content Types in Requests to REST Resources

The Eclipse GlassFish REST interfaces support the following types in the content-type header of a
client request:

* JSON

* XML

* Form URL encoded
How to specify the type in the content-type header depends on how you are sending the request.
For example, if you are using the cURL utility, specify the type through the -H option as follows:

» For JSON, specify -H "Content-type: application/json".

* For XML, specify -H "Content-type: application/xml".

» For form URL encoded, specify -H "Content-type: application/x-www-form-urlencoded".

85


http://localhost:4848/management/domain/view-log/details
https://www.json.org/
https://www.w3.org/XML/
https://www.w3.org/TR/html401/interact/forms.html#h-17.13.4.1

Admin Command Logger - log executed admin
commands

The Admin Command Logger makes it possible to log admin commands executed either using the
asadmin CLI, Admin Console, or the REST interface.

To enable this logging, set the system property glassfish.commandlogger.logmode on the DAS server
to one of the following values:

o ALL_COMMANDS - will log all commands

o WRITE_COMMANDS - will log all commands that modify server configuration

o INTERNAL_COMMANDS - will log all commands that modify server configuration and also those that
start with _ (internal commands)

* READ_WRITE_COMMANDS - will log all commands that modify server configuration or return info
about the configuration

* NO_COMMAND - do not log any command, this is the default value if the property not specified

The log message will be logged using org.glassfish.extras.commandlogger.AdminCommandLogger logger
with INFO level, and will contain:

* name of the admin user that executed the command
e name of the command

* arguments to the command

The name and arguments can be copied and pasted to the asadmin CLI to repeat running the same
command from the command line.
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3 Administering Domains

This chapter provides procedures for administering domains in the Eclipse GlassFish environment
by using the asadmin command-line utility.

The following topics are addressed here:

* About Administering Domains
* Creating, Logging In To, and Deleting a Domain
 Starting and Stopping a Domain

* Configuring a DAS or a Eclipse GlassFish Instance for Automatic Restart

Backing Up and Restoring a Domain

* Re-Creating the Domain Administration Server (DAS)

Additional Domain Tasks

Instructions for accomplishing the tasks in this chapter by using the Administration Console are
contained in the Administration Console online help.

About Administering Domains

A domain contains a group of Eclipse GlassFish instances that are administered together. Each
domain has a domain administration server (DAS) that hosts administrative applications. These
concepts are explained in more detail in the following sections:

» Eclipse GlassFish Instances

* Domains for Administering Eclipse GlassFish

* Domain Administration Server (DAS)

Eclipse GlassFish Instances

A Eclipse GlassFish instance is a single Virtual Machine for the Java platform (Java Virtual Machine
or JVM machine) on a single node in which Eclipse GlassFish is running. A node defines the host
where the Eclipse GlassFish instance resides. The JVM machine must be compatible with the Java
Platform, Enterprise Edition (Jakarta EE).

Eclipse GlassFish instances form the basis of an application deployment.

Whenever a domain is created, Eclipse GlassFish creates a default instance that is named server. If
a single instance meets your requirements, you can use this instance for deploying applications
without the need to administer Eclipse GlassFish instances explicitly. You administer the default
instance when you administer its domain.

If you require multiple instances, you must administer the instances explicitly. For more
information, see "Administering Eclipse GlassFish Instances" in Eclipse GlassFish High Availability
Administration Guide.

87


https://glassfish.org/docs/latest/ha-administration-guide.pdf#administering-glassfish-server-instances

For an instance, you can also create virtual servers. Virtual servers do not span instances. For many
purposes, you can use virtual servers instead of multiple instances in operational deployments.
Virtual servers enable you to offer, within a single instance, separate domain names, IP addresses,
and some administration capabilities to organizations or individuals. To these users, a virtual
server behaves like a dedicated web server, but without the hardware and basic web server
maintenance.

For more information about virtual servers, see Administering Virtual Servers.

Domains for Administering Eclipse GlassFish

A domain is an administrative boundary that contains a group of Eclipse GlassFish instances that
are administered together. Each instance can belong to only one domain. A domain provides a
preconfigured runtime for user applications. Each domain has its own configuration data, log files,
and application deployment areas that are independent of other domains. If the configuration is
changed for one domain, the configurations of other domains are not affected.

Domains enable different organizations and administrators to share securely a single Eclipse
GlassFish installation. Each organization or administrator can administer the instances in a single
domain without affecting the instances in other domains.

At installation time, Eclipse GlassFish creates a default domain that is named domainl. After
installation, you can create additional domains as necessary.

When a domain is created, you are prompted for the administration user name and password. If
you accept the default, the user admin is created without password. To reset the administration
password, see "To Change an Administration Password" in Eclipse GlassFish Security Guide.

Domain Administration Server (DAS)

The domain administration server (DAS) is a specially designated Eclipse GlassFish instance that
hosts administrative applications. The DAS is similar to any other Eclipse GlassFish instance, except
that the DAS has additional administration capabilities. The DAS authenticates the administrator,
accepts requests from administration tools, and communicates with other instances in the domain
to carry out the requests from administration tools.

Each domain has its own DAS with a unique administration port number. The default
administration port is 4848, but a different port can be specified when a domain is created.

The DAS has the master copy of the configuration data for all instances in a domain. If an instance
is destroyed, for example, because a host failed, the instance can be re-created from the data in the
DAS.

The DAS is the default Eclipse GlassFish instance in a domain and is named server. If a single
instance meets your requirements, you can use the DAS for deploying applications and for
administering the domain.

The graphical Administration Console communicates with a specific DAS to administer the domain
that is associated with the DAS. Each Administration Console session enables you to configure and
manage only one domain. If you create multiple domains, you must start a separate Administration
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Console session to manage each domain.

Creating, Logging In To, and Deleting a Domain

The following topics are addressed here:

* To Create a Domain

* To Create a Domain From a Custom Template
* To List Domains

* To Log In to a Domain

* To Delete a Domain

To Create a Domain

After installing Eclipse GlassFish and creating the default domain (domainl), you can create
additional domains by using the local create-domain subcommand. This subcommand creates the
configuration of a domain. Any user who has access to the asadmin utility on a given system can
create a domain and store the domain configuration in a folder of choice. By default, the domain
configuration is created in the default directory for domains. You can override this location to store
the configuration elsewhere.

You are required to specify an administrative user when you create a domain, or you can accept the
default login identity which is username admin with no password.

1. Select a name for the domain that you are creating. You can verify that a name is not already in
use by using the list-domains subcommand

2. Create a domain by using the create-domain subcommand. Information about the options for
this subcommand is included in this help page.

3. Type an admin user name and password for the domain. To avoid setting up an admin login,
you can accept the default admin, with no password. Pressing Return also selects the default.

Example 3-1 Creating a Domain

This example creates a domain named domain1 . When you type the command, you might be
prompted for login information.

asadmin> create-domain --adminport 4848 domaini

Enter admin user name[Enter to accept default]>

Using port 4848 for Admin.

Default port 8080 for HTTP Instance is in use. Using 1161
Using default port 7676 for JMS.

Using default port 3700 for IIOP.

Using default port 8081 for HTTP_SSL.

Using default port 3820 for IIOP_SSL.

Using default port 3920 for IIOP_MUTUALAUTH.

Default port 8686 for JMX_ADMIN is in use. Using 1162
Distinguished Name of the self-signed X.509 Server Certificate is:
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[CN=moonbeam.gateway.2wire.net,0U=GlassFish,0=0racle Corp.,L=Redwood Shores,ST
California,C=US]

Domain domainl created.

Command create-domain executed successfully.

To start the Administration Console in a browser, enter the URL in the following format:

http://hostname:5000

For this example, the domain’s log files, configuration files, and deployed applications now reside

in

the following directory:

domain-root-dir/mydomain

Se

e Also

You can also view the full syntax and options of the subcommand by typing asadmin help create-
domain at the command line.

To Create a Domain From a Custom Template

A

custom template enables you to customize the configuration of any domain that you create from

the template.

1.
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Create a domain to use as the basis for the template. For more information, see To Create a
Domain.

Use the asadmin utility or the Administration Console to configure the domain. Your
configuration changes will be included in the template that you create from the domain.

Copy the domain’s domain.xml file under a new name to the as-install/1ib/templates directory. A
domain’s domain.xml file is located in the domain-dir/config directory.

In a plain text editor, edit the file that you copied to replace with tokens values that are to be
substituted when a domain is created. Each token is identified as %%%token-name%%%, where
token-name is

one of the following names
ADMIN_PORT

Represents the port number of the HTTP port or the HTTPS port for administration. This
token is replaced with one of the following values in the command to create a domain
from the template:

o The value of the --adminport option

> The value of the domain.adminPort property

CONFIG_MODEL_NAME

Represents the name of the configuration that is created for the domain that is being
created. This token is replaced with the string server-config.



DOMAIN_NAME

Represents the name of the domain that is being created. This token is replaced with the
operand of create-domain subcommand.

HOST_NAME

Represents the name of the host on which the domain is being created. This token is
replaced with the fully qualified host name of the host where the domain is being created.

HTTP_PORT

Represents the port number of the port that is used to listen for HTTP requests. This token
is replaced with one of the following values in the command to create a domain from the
template:

o The value of the --instanceport option

o A value that the create-domain subcommand calculates from the value of the
--portbase option

o The value of the domain.instancePort property

HTTP_SSL_PORT

Represents the port number of the port that is used to listen for secure HTTP requests.
This token is replaced with one of the following values in the command to create a
domain from the template:

o A value that the create-domain subcommand calculates from the value of the
--portbase option

o The value of the http.ssl.port property
JAVA_DEBUGGER_PORT

Represents the port number of the port that is used for connections to the Java Platform
Debugger Architecture (JPDA) debugger. This token is replaced with one of the following
values in the command to create a domain from the template:

o A value that the create-domain subcommand calculates from the value of the
--portbase option

o The value of the java.debugger.port property
JMS_PROVIDER_PORT

Represents the port number for the Java Message Service provider. This token is replaced
with one of the following values in the command to create a domain from the template:

o A value that the create-domain subcommand calculates from the value of the
--portbase option
o The value of the jms.port property
JMX_SYSTEM_CONNECTOR_PORT

Represents the port number on which the JMX connector listens. This token is replaced
with one of the following values in the command to create a domain from the template:
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o A value that the create-domain subcommand calculates from the value of the
--portbase option

o The value of the domain.jmxPort property

ORB_LISTENER_PORT

Represents the port number of the port that is used for IIOP connections. This token is
replaced with one of the following values in the command to create a domain from the
template:

o A value that the create-domain subcommand calculates from the value of the
--portbase option

o The value of the orb.1listener.port property
ORB_MUTUALAUTH_PORT

Represents the port number of the port that is used for secure IIOP connections with
client authentication. This token is replaced with one of the following values in the
command to create a domain from the template:

o A value that the create-domain subcommand calculates from the value of the
--portbase option

o The value of the orb.mutualauth.port property
ORB_SSL_PORT

Represents the port number of the port that is used for secure IIOP connections. This
token is replaced with one of the following values in the command to create a domain
from the template:

o A value that the create-domain subcommand calculates from the value of the
--portbase option

o The value of the orb.ss1.port property
0SGI_SHELL_TELNET_PORT

Represents the port number of the port that is used for connections to the Apache Felix
Remote Shell. This shell uses the Felix shell service to interact with the OSGi module
management subsystem. This token is replaced with one of the following values in the
command to create a domain from the template:

o A value that the create-domain subcommand calculates from the value of the
--portbase option
o The value of the osgi.shell.telnet.port property
SERVER_ID

Represents the name of the DAS for the domain that is being created. This token is
replaced with the string server.

@ For information about how these tokens are used in the default template,
- examine the as-install/1ib/templates/domain.xml file.

Create the domain that you want to be based on a custom template. In the command to create
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the domain, pass the name of file that you edited in the previous step as the --template option of
the create-domain subcommand.

6. Before starting the domain, verify that the domain’s domain.xml file is valid. Use the verify-
domain-xml subcommand for this purpose. Information about the options for this subcommand
is included in the subcommand’s help page.

See Also

e To Create a Domain
e create-domain(l)

* verify-domain-xml(1)

You can also view the full syntax and options of the subcommands by typing the following
commands at the command line.

* 3sadmin help create-domain
* asadmin help verify-domain-xml
To List Domains

Use the list-domains subcommand to display a list of domains and their statuses. If the domain
directory is not specified, the contents of the domain-root-dir, the default for which is as-
install/domains, is listed. If there is more than one domain, the domain name must be specified.

To list domains that were created in other directories, specify the --domaindir option.
List domains by using the list-domains subcommand.
Example 3-2 Listing Domains

This example lists the domains in the default domain root directory:

asadmin> list-domains

Name: domain1 Status: Running

Name: domain4 Status: Not Running

Name: domainb Status: Not Running

Command list-domains executed successfully.

See Also

You can also view the full syntax and options of the subcommand by typing asadmin help list-
domain at the command line.

To Log In to a Domain

All remote subcommands require that credentials be specified in terms of an administration user
name and its password. By default, the domain is created with an identity that allows an asadmin
user to perform administrative operations when no identity is explicitly or implicitly specified.
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The default identity is in the form of a user whose name is admin and has no password. If you
specify no user name on the command line or on prompt, and specify no password in the
--passwordfile option or on prompt, and you have never logged in to a domain using either the
login subcommand or the create-domain subcommand with the --savelogin option, then the asadmin
utility will attempt to perform a given administrative operation without specifying any identity.

A server (domain) allows administrative operations to be run using this default identity if the
following conditions are true:

» The server (domain) uses file realm for authentication of administrative users. If this condition
is not true, you will need to specify the user name and password.

* The file realm has one and only one user (what the user name is does not matter). If this
condition is not true, you will also need to specify the user name.

» That one user has no password. If this condition is not true, you will need to specify the
password.

By default, all of these conditions are true, unless you have created the domain with a specific user
name and password. Thus, by default, the only administrative user is admin with no password.

Use the login subcommand in local mode to authenticate yourself (log in to) a specific domain.
After such login, you do not need to specify the administration user or password for subsequent
operations on the domain. The login subcommand can only be used to specify the administration
password. For other passwords that remote subcommands require, use the --passwordfile option,
or specify the password at the command prompt. You are always prompted for the administration
user name and password.

There is no logout subcommand. If you want to log in to another domain, invoke asadmin login with
new values for --host and --port.

1. Determine the name of the domain that you are logging in to. To list the existing domains:

asadmin list-domains

2. Log in to the domain by using the 1login command.
Example 3-3 Logging In To a Domain on a Remote Machine

This example logs into a domain located on another machine. Options are specified before the login
subcommand.

asadmin> --host foo --port 8282 login

Please enter the admin user name>admin Please enter the admin password>

Trying to authenticate for administration of server at host [foo] and port [8282] ...
Login information relevant to admin user name [admin]

for host [foo] and admin port [8282] stored at [/.asadminpass] successfully.

Make sure that this file remains protected. Information stored in this

file will be used by asadmin commands to manage associated domain.
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Example 3-4 Logging In to a Domain on the Default Port of Localhost

This example logs into a domain on myhost on the default port. Options are specified before the
login subcommand.

asadmin> --host myhost login

Please enter the admin user name>admin

Please enter the admin password>

Trying to authenticate for administration of server at host [myhost] and port [4848]

An entry for login exists for host [myhost] and port [4848], probably from

an earlier login operation.

Do you want to overwrite this entry (y/n)?y

Login information relevant to admin user name [admin] for host [myhost]

and admin port [4848] stored at [/home/joe/.asadminpass] successfully.

Make sure that this file remains protected. Information stored in this file will be
used by

asadmin commands to manage associated domain.

See Also

You can also view the full syntax and options of the subcommand by typing asadmin help login at
the command line. For additional information about passwords, see "Administering Passwords" in
Eclipse GlassFish Security Guide.

To Delete a Domain

Use the delete-domain subcommand to delete an existing domain from a server. Only the root user
or the operating system user who is authorized to administer the domain can run this
subcommand.

Before You Begin
A domain must be stopped before it can be deleted.

1. List domains by using the 1ist-domains subcommand.
2. If necessary, notify domain users that the domain is being deleted.
3. Ensure that the domain you want to delete is stopped. If needed, see To Stop a Domain.

4. Delete the domain by using the delete-domain subcommand.
Example 3-5 Deleting a Domain

This example deletes a domain named domain1 from the location specified.

asadmin> delete-domain --domaindir ..\domains domain
Domain domain1 deleted.
Command delete-domain executed successfully.
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See Also

You can also view the full syntax and options of the subcommand by typing asadmin help delete-
domain at the command line.

Starting and Stopping a Domain

The following topics are addressed here:

e To Start a Domain
* To Stop a Domain

e To Restart a Domain

To Start a Domain

When you start a domain or server, the domain administration server (DAS) is started. After
startup, the DAS runs constantly, listening for and accepting requests.

If the domain directory is not specified, the domain in the default domain root directory is started.
If there are two or more domains, the domain_name operand must be specified. Each domain must be
started separately.

For Microsoft Windows, you can use an alternate method to start a domain. From
the Windows Start menu, select the command for your distribution of Eclipse
GlassFish:

o * If you are using the Full Platform, select Programs > Eclipse GlassFish > Start
Admin Server.

* If you are using the Web Profile, select Programs > Eclipse GlassFish Web
Profile > Start Admin Server.

This subcommand is supported in local mode only.
Start a domain by using the start-domain subcommand.
Example 3-6 Starting a Domain

This example starts domain2 in the default domain directory.
asadmin> start-domain domain2

If there is only one domain, you can omit the domain name. If you do not include the password, you
might be prompted to supply it.

Name of the domain started: [domain1] and its location:
[C:\prelude\v3_prelude_release\distributions\web\target\glassfish
domains\domainl].
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Admin port for the domain: [4848].

See Also

You can also view the full syntax and options of the subcommand by typing asadmin help start-
domain at the command line.

To Stop a Domain

Stopping a domain or server shuts down its domain administration server (DAS). When stopping a
domain, the DAS stops accepting new connections and then waits for all outstanding connections to
complete. This shutdown process takes a few seconds. While the domain is stopped, the
Administration Console and most of the asadmin subcommands cannot be used. This subcommand
is particularly useful in stopping a runaway server. For more controlled situations, you can use the
restart-domain subcommand.

For Microsoft Windows, you can use an alternate method to stop a domain. From
the Start menu, select the command for your distribution of Eclipse GlassFish:

o  If you are using the Full Platform, select Programs > Eclipse GlassFish > Stop
Admin Server.

 If you are using the Web Profile, select Programs > Eclipse GlassFish Web
Profile > Stop Admin Server.

1. If necessary, notify users that you are going to stop the domain.
2. Stop the domain by using the stop-domain subcommand.
Example 3-7 Stopping a Domain (or Server)
This example stops domain1 in the default directory, where domain1 is the only domain present in the

directory.

asadmin> stop-domain
Waiting for the domain to stop ...........
Command stop-domain executed successfully.

See Also

You can also view the full syntax and options of the subcommand by typing asadmin help stop-
domain at the command line.

To Restart a Domain

Use the restart-domain subcommand in remote mode to restart the Domain Administration Server
(DAS) of the specified host. When restarting a domain, the DAS stops accepting new connections
and then waits for all outstanding connections to complete. This shutdown process takes a few
seconds. Until the domain has restarted, the Administration Console and most of the asadmin
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subcommands cannot be used.

This subcommand is particularly useful for environments where the server machine is secured and
difficult to get to. With the right credentials, you can restart the server from a remote location as
well as from the same machine.

If the server will not restart, use the stop-domain subcommand followed by the start-domain
subcommand.

1. Ensure that the server is running. Remote subcommands require a running server.

2. Restart the domain by using the restart-domain subcommand.
Example 3-8 Restarting a Domain (or Server)

This example restarts mydoimain4 in the default directory.

asadmin> restart-domain mydomain4
Waiting for the domain to restart ...........
Command restart-domain executed successfully.

Example 3-9 Restarting a Domain in a Browser

This example invokes the restart-domain subcommand in a browser.
http://yourhost:4848/__asadmin/restart-domain

See Also

You can also view the full syntax and options of the subcommand by typing asadmin help restart-
domain at the command line.

Configuring a DAS or a Eclipse GlassFish Instance for
Automatic Restart

Use the create-service subcommand in local mode to configure your system to automatically
restart a domain administration server (DAS) or a Eclipse GlassFish instance. Eclipse GlassFish
enables you to configure a DAS or an instance for automatic restart on the following operating
systems:

* Windows

* Linux

* Oracle Solaris

To ensure that automatic restart functions correctly on Windows, you must prevent service
shutdown when a user logs out.
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The following topics are addressed here:

* To Configure a DAS or an Instance for Automatic Restart on Windows
* To Configure a DAS or an Instance for Automatic Restart on Linux
* To Configure a DAS or an Instance for Automatic Restart on Oracle Solaris

* To Prevent Shutdown When a User Logs Out on Windows

To Configure a DAS or an Instance for Automatic Restart on Windows

On Windows systems, the create-service subcommand creates a Windows service to represent the
DAS or instance. The service is created in the disabled state. After this subcommand creates the
service, you must use the Windows Services Manager or the Windows Services Wrapper to start,
stop, uninstall, or install the service. To administer the service from the Windows command line,
use the sc.exe tool.

This subcommand must be run as the OS-level administrator user.

1. Create the service by using the create-service subcommand.

2. After the service is created, start the service by using the Windows Services Manager or the
Windows Services Wrapper.

For example, to start the service for the default domain by using the sc.exe tool, type:

C:\> sc start domaini

If you are using the sc.exe tool to administer the service, use the tool as follows:

- To obtain information about the service, use the sc query command.
o To stop the service, use the sc stop command.

o To uninstall the service, use the sc delete command.
Example 3-10 Creating a Service to Restart a DAS Automatically on Windows

This example creates a service for the default domain on a system that is running Windows.

asadmin> create-service

Found the Windows Service and successfully uninstalled it.

The Windows Service was created successfully. It is ready to be started. Here are
the details:

ID of the service: domainT

Display Name of the service:domain1 Eclipse GlassFish

Domain Directory: C:\glassfish8\glassfish\domains\domain1

Configuration file for Windows Services Wrapper: C:\glassfish8\glassfish\domains\
domain1\bin\domain1Service.xml

The service can be controlled using the Windows Services Manager or you can use the
Windows Services Wrapper instead:

Start Command: C(:\glassfish8\glassfish\domains\domain1\bin\domain1Service.exe start
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Stop Command:  C:\glassfish8\glassfish\domains\domain1\bin\domainiService.exe stop
Uninstall Command: C:\glassfish8\glassfish\domains\domain1\bin\domainiService.exe
uninstall

Install Command: C:\glassfish8\glassfish\domains\domain1\bin\domainiService.exe
install

This message is also available in a file named PlatformServices.log in the domain's

root directory
Command create-service executed successfully.

Example 3-11 Querying the Service to Restart a DAS Automatically on Windows

This obtains information about the service for the default domain on a system that is running
Windows.

C:\> sc query domain

SERVICE NAME: domaini

TYPE : 10 WIN32_OWN_PROCESS
STATE : 1 STOPPED
WIN32_EXIT_CODE : 1077 (0x435)
SERVICE_EXIT_CODE : @ (0x0)

CHECKPOINT 1 0x0

WAIT_HINT 1 0x0

To Configure a DAS or an Instance for Automatic Restart on Linux
On Linux systems, the create-service subcommand creates a System-V-style initialization script
/etc/init.d/GlassFish_‘domain-or-instance-name and installs a link to this script in any

“/etc/re*N.d” directory that is present, where N is 0, 1, 2, 3, 4, 5, 6, and S. After this subcommand
creates the script, you must use this script to start, stop, or restart the domain or instance.

The script automatically restarts the domain or instance only during a reboot. If the domain or
instance is stopped, but the host remains running, the domain or instance is not restarted
automatically. To restart the domain or instance, you must run the script manually.

You might no longer require the domain or instance to be automatically restarted during a reboot.
In this situation, use the operating system to delete the initialization script and the link to the script
that the create-service subcommand creates.

The create-service subcommand must be run as the OS-level root user.
Create the service by using the create-service subcommand.
Example 3-12 Creating a Service to Restart a DAS Automatically on Linux

This example creates a service for the default domain on a system that is running Linux.
asadmin> create-service
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Found the Linux Service and successfully uninstalled it.

The Service was created successfully. Here are the details:

Name of the service:domain

Type of the service:Domain

Configuration location of the service:/etc/init.d/GlassFish_domain1
User account that will run the service: root

You have created the service but you need to start it yourself.
Here are the most typical Linux commands of interest:

* /etc/init.d/GlassFish_domainl start
* /etc/init.d/GlassFish_domain1 stop
* /etc/init.d/GlassFish_domain1 restart

For your convenience this message has also been saved to this file:
/export/glassfish8/glassfish/domains/domain1/PlatformServices.log
Command create-service executed successfully.

To Configure a DAS or an Instance for Automatic Restart on Oracle Solaris

On Oracle Solaris systems, the create-service subcommand creates an Oracle Solaris Service
Management Facility (SMF) service that restarts a DAS or an instance. The service grants to the
process the privileges of the user that runs the process. When you create an SMF service, the
default user is the superuser. If you require a different user to run the process, specify the user in
method_credential.

If your process is to bind to a privileged port of Oracle Solaris, the process requires the net_privaddr
privilege. The privileged ports of the Oracle Solaris operating system have port numbers less than
1024.

To determine if a user has the net_privaddr privilege, log in as that user and type the command
ppriv -1 | grep net_privaddr.

After you create and enable the SMF service, if the domain or instance is stopped, SMF restarts it.
Before You Begin

To run the create-service subcommand, you must have solaris.smf.* authorization. For
information about how to set the authorizations, see the useradd(1M) man page and the usermod(1M)
man page. You must also have write permission in the directory tree:
/var/svc/manifest/application/SUNWappserver. Usually, the superuser has both of these permissions.
Additionally, Oracle Solaris administration commands such as svccfg, svcs, and auths must be
available in the PATH.

If a particular Eclipse GlassFish domain or instance should not have default user privileges, modify
the manifest of the service and reimport the service.

1. Create the service by using the create-service subcommand.

2. After the service is created, enable the service by using the svacdm enable command.

For example, to enable the SMF service for the default domain, type:
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svacdm enable /appserver/domains/domain1

Example 3-13 Creating a Service to Restart a Domain Automatically on Oracle Solaris

This example creates a service for the default domain on a system that is running Oracle Solaris.

asadmin> create-service

The Service was created successfully. Here are the details:

Name of the service:application/GlassFish/domaini

Type of the service:Domain

Configuration location of the service:/home/gfuser/glassfish-installations
/glassfish8/glassfish/domains

Manifest file location on the system:/var/svc/manifest/application
/GlassFish/domain1_home_gfuser_glassfish-installations_glassfish8
_glassfish_domains/Domain-service-smf.xml.

You have created the service but you need to start it yourself.
Here are the most typical Solaris commands of interest:

* /usr/bin/sves -a | grep domainl // status

* /usr/sbin/svcadm enable domain1 // start

* /usr/sbin/svcadm disable domain1 // stop

* Jusr/sbin/svccfg delete domain1 // uninstall

Command create-service executed successfully

See Also
For information about administering the service, see the following Oracle Solaris documentation:

» "Managing Services (Overview)" in System Administration Guide: Basic Administration
* "Managing Services (Tasks)" in System Administration Guide: Basic Administration

* auths(1)

* sves(1)

* svcadm(1M)

» svcefg(1M)

* useradd(1M)

* usermod(1M)

* rbac(5)

o smf_security(5)

To Prevent Shutdown When a User Logs Out on Windows

On old distributions of Windows operating systems (before Windows 7) it was possible to limit
signal set accepted by the JVM using the -Xrs JVM option and that effectively prevented killing of
the JVM.
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This does not work any more, even worse, the JVM even doesn’t execute shutdown hooks and
behaves as if user would use the SIGKILL signal on Linux.

The problem is registered by several issues reported to OpenJDK:

* "Open]JDK Bug 8253445 - Java applications on Windows do not execute shutdown h